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Abstract

In this paper we study monitoring of real-time systems with respect to prop-
erties given by a pair of Timed Biichi Automata, one for the property and
one for its complement. This includes properties expressible in temporal logics
that are closed under complementation and can be translated into Timed Biichi
Automata, e.g., Metric Interval Temporal Logic.

We introduce efficient symbolic online monitoring algorithms in a number of
settings, using difference bound matrices representing zones. Our contributions
include a principled treatment of time divergence and monitoring under tim-
ing uncertainty. Our online monitoring procedure is implemented in the tool
MonNITAAL, and shown to effectively monitor properties over long traces.
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1 Introduction

Runtime monitoring has gained acceptance as a method for formally verifying the
correctness of executing systems. Monitoring means to test a sequence of observations
of a system against a specification, often written in a formal logic. Monitoring contrasts
with static verification methods, like model checking, in that it is computationally
easier due to only testing a single system execution. Runtime monitoring may also be
applied to black-box systems where details about the environment and design of the
monitored system are not required to be known in advance.

Many systems have so-called “extra-functional” requirements that must be
expressed with respect to time. These systems, generally called real-time systems,



are pervasive in modern life as the controllers of cyber-physical systems. To express
requirements with time components, logics such as Metric Temporal Logic (MTL)
and derivatives like Metric Interval Temporal Logic (MITL) have been developed that
extend the more classical Linear Temporal Logic (LTL) with timing constraints [1, 2].
Finite Automata have also been extended with time to form Timed Automata [3].
These formalisms allow the expression of notions such as that “a response shall occur
within 20 milliseconds of a request.”

Monitoring timed properties is possible and several solutions have been proposed,
each with their own advantages and drawbacks. In this work, we introduce an efficient
solution to the online monitoring problem for timed properties under time divergence.
Given a property and a finite timed sequence, our method determines if the property
is guaranteed to be satisfied or violated by any continuation of that finite sequence.
Additionally, the eventual satisfaction or violation of a property considers that any
future timing constraints will eventually be settled. Note that online monitoring here
contrasts with offline monitoring, where the system is assumed to have terminated and
timed properties are interpreted with finite semantics. In online monitoring, liveness
properties (e.g., “eventually, a request shall be received”) cannot be violated since there
will always be more symbols, while they can be violated in offline monitoring, since
the entire sequence is known.

In this paper we study the monitoring of real-time properties expressed by a pair
of Timed Biichi Automata (TBA), one for the property and one for its complement.
Note that this setting includes properties given in Metric Interval Temporal Logic
(MITL), as formulas of MITL can be translated into equivalent TBA [4] under a point-
wise semantics. We consider properties over infinite timed words where time is given
with infinite precision and its passage is represented by real numbers. Our symbolic
approach exploits so-called zones', which are used for efficient model checking of Timed
Automata [5].

In the first part, we offer a new, simple way of dealing with time divergence.
Time divergence means that, during the infinite behavior of a real-time system, time
progresses beyond any finite bound. Time divergence is stated as an assumption by
most works in the area because it reflects how time behaves in reality. However, the
algorithmic support for time divergence in earlier work on monitoring seems somewhat
underdeveloped.

To understand how time divergence impacts monitor verdicts, consider the prop-
erty “nothing should be observed after an hour.” It should be clear that time divergence
guarantees that no infinite sequence will satisfy this property. Because we are inter-
ested in online monitoring of properties over infinite timed sequences, the language of
the property is empty, and its monitor should evaluate any finite prefix to be in vio-
lation of it. Conversely, a monitor that does not compensate for time divergence will
register an unknown verdict for finite prefixes that do not include observations past
the hour mark, as time can converge before an hour has passed.

Then, we deal with timing uncertainty, i.e., a setting where the real-valued time-
points of events can only be observed up to a given precision. We show that our
symbolic monitoring algorithm can easily be adapted to handle timing uncertainty.

1 Also known as DBMs: Difference Bound Matrices.



Finally, we report on a prototype implementation of the presented algorithm and
present experiments based on an industrial case study. We also integrate the formula
translation tool MIGHTYPPL [6] to run benchmarks from Timescales [7] in order to
compare with the state of the art monitoring tools MONPoOLY [8] and Reelay [9].

This work is an extended version of an invited contribution presented at FOR-
MATS 2022 [10]. Here, we additionally present more detailed explanations, full proofs,
and a prototype implementation.

2 Related Work

Many techniques to monitor timed properties have focused on monitoring logics with
finite-word semantics. The first work to introduce timed property monitoring is by
Rosu et al. focusing on discrete-time finite-word MTL [11]. Basin et al. proposed
algorithms for monitoring real-time finite-word properties in [12] and compared the
differences between different time models. Ulus et al. described monitoring Timed
Regular Expressions (TREs) for finite words using unions of two-dimensional zones [13,
14].

The most closely related work to ours is that by Bauer et al. in which the
authors introduced the classical Three-value LTL (LTL3) monitor construction and
then showed how a similar construction can be used for Timed LTL (TLTL) [15]. Their
method transforms a TLTL formula to event-clock automata which are strictly less
expressive than Timed Biichi Automata (TBAs), which we support. Their algorithm
also differs from ours in being based on the so-called region automata. The region con-
struction was introduced as a method to partition the infinite state space of a TBA
using an equivalence relation between clock assignments [3]. In the region construc-
tion, two clock valuations are equivalent if they agree on the integer parts of the clock
values and the order of the fractional parts. This forms a finite representation of the
infinite state space, but the number of regions is exponential in the parameters of the
automaton [3]. Despite this complexity, more compact representations are possible in
many cases and can often be achieved using so-called zones [16]. In theory, regions can
be easier than zones to work with because a region graph is canonical (whereas zones
must be normalized) and all valuations within a region are bisimilar. However, in many
cases, zone-based algorithms provide an order of magnitude performance improvement
over region-based algorithms (see, e.g., [17]).

Two more recent works have proposed solutions to the problem of monitoring
timed languages specified in MTL. Baldor et al. showed how to construct a monitor
for a dense-time MITL formula by constructing a tree of timed transducers [18]. They
showed how subsets of MITL could be used to limit the complexity of their technique
which requires linear space in the size of the input for the full fragment. Ho et al.
split unbounded and bounded parts of a dense-time MITL formula for monitoring,
using traditional LTL monitoring for the unbounded parts and permitting a simpler
construction for the (finite-word) bounded parts [19]. Unlike the work by Baldor et al.,
their method is size independent of the input. However, it does require non-elementary
blowup of the formula to ensure no unbounded operators appear in the context of a
bounded operator. They also monitor bounded parts using a dynamic programming



formulation that relies on a maximum bound for the number of events in a time span.
Neither the solution by Baldor et al. or Ho et al. address time-divergence.

Although the previously mentioned works do not implement their solutions, some
tools have been released for monitoring MTL-based logics. Basin et al. implemented
MonNPoLy, which can monitor an expressive finite-word (safety) fragment of Metric
First-Order Temporal Logic (MFOTL) using discrete-time semantics [20]. Bulychev et
al. implemented a rewrite-based monitoring algorithm similar to the one proposed
by Rosu et al. [11] for Weighted MTL in the UPPAAL Statistical Model Checking
(SMC) tool [21]. R2U2 is a tool for generating monitors for Field Programmable Gate
Arrays (FPGAs) developed by Moosbrugger et al. that supports finite-word MITL
properties [22]. More recently, Chattopadhyay and Mamouras presented a verified
monitor for discrete, past-time (finite word) MITL with quantitative semantics [23].
Ulus introduced a method to monitor past-time (finite word) MTL safety properties
over a rational time domain using sequential networks [9] and implemented it in the
tool Reelay, which also supports quantified properties.

There is also work on monitoring for other, more expressive timed logics. Monitor-
ing tools for TREs and similar logics are limited to discrete-time such as the AERIAL
tool by Basin et al. to monitor metric regular languages using rewriting [24] and Mon-
tre by Ulus that monitors TREs using zones [25]. Signal Temporal Logic (STL) adds
the complexity of signals to MITL. Nikovic and Maler introduced AMT to monitor
STL for past and bounded dense-time properties under a bounded variability assump-
tion [26]. Nikovic and Yamaguchi later extended this work in their RTAMT tool to
support STL robustness semantics and add new interfaces [27]. The monitoring algo-
rithms of those tools exploit their bounded-time and bounded-variability assumptions
to support conversion to deterministic Timed Automaton (TA) [28]. Havelund and
Peled added support to a timed version of their DejaVu tool to monitor a past-time
TLTL with quantification over data. They decompose properties into BDDs for each
subformula [29]. Henry et al. recently introduced an algorithm to monitor dense-time
properties over approximate timed words in a distributed setting, which bears some
resemblance to our work on timing uncertainty [30]. However, they restrict the prop-
erties they monitor to those representable by deterministic TA, which substantially
simplifies the problem. Some tools also exist to convert timed logics to automata which
we will cover in the next section.

The topic of monitorability has recently been studied in the timed setting [31, 32].
Monitorability of a property refers to whether or not the property can effectively be
monitored i.e., the possibility of deciding satisfaction or violation from a finite prefix.

After the publication of the conference version [10] of this work, the monitoring
approach presented here has been extended to a setting with delayed observations [33]
and a setting with assumptions and incomplete observations [34].

3 Preliminaries

We first define some notation used throughout the paper. The set of natural numbers
(excluding zero) is N, we define Ny = N U {0}, the set of rational numbers is Q, the
set of non-negative rational numbers is Q>, the set of real numbers is R, and the



set of non-negative real numbers is R>g. The three-valued set of monitor verdicts is
Bs = {T, 2, L}. Given aset S the set of all its subsets is denoted 2°. The cross product
of two sets S and T is S x T'. Given a sequence o, o; denotes the element at the ith
position of o (where one is the first position) and ¢ denotes the suffix of o starting
at index i. Given two sequences s and ¢, we write s - ¢t to denote their concatenation.

A timed word over a finite alphabet ¥ is a pair p = (o, 7) where o is an untimed
word over ¥ and and 7 is a sequence of non-decreasing non-negative real numbers of
the same length as ¢. Timed words may be finite or infinite where the set of finite
timed words is TX* and the set of infinite timed words is T2“. We also represent
a timed word as a sequence (o1,71),(02,72),... of pairs of letters and non-negative
reals. If p = (01, 71), (02,72),...(0n, Tn) is a finite timed word, we denote by 7(p) the
total time duration of p, i.e., 7, (with the convention 7(¢) = 0).

If pp = (o},74),(03,74),...,(c}L,7}) is a finite timed word and py =
(02,7%),(03,73),... a finite or infinite timed word and ¢t € Rsq then the timed
word concatenation p; 4 po is defined iff ¢ > 7(p1). Then, we define p; 4 p2 =
(01,71), (02, 72), ... such that

o} if i <mn, 7} if 1 < n,
ag; = 2 and T = 2
o;_, else, Ti, +t else.

3.1 Metric Interval Temporal Logic

We use the Metric Interval Temporal Logic, MITL, in this work to formalize examples
because we can translate it into the TBAs that we use in our monitoring algorithm.
Brihaye et al. developed the tool MightyL: to translate MITL formulas to TBAs in
a compositional manner [4]. Some earlier work implemented algorithms to translate
subsets of MITL to TBAs as well. Li et al. proposed and implemented Casaal, a tool
to construct deterministic approximations of TBAs from MTLg o, formulas [35, 36].
Geilen and Dams implemented an algorithm to produce a deterministic TA for dense-
time MITL< (a subset of MTLg ) using an on-the-fly tableau construction that
discretizes the time domain and only supports an upper bound [37]. Note that some
other works exist that provide algorithms for the translation of MITL or related logics
to TBAs, but without providing implementations [38, 39].

Let ¥ be a finite alphabet. The syntax of MITL formulas over ¥ is given by the
grammar

pu=pl-p|leVe|Xip|e Uy

where p € ¥ and [ is a non-singular interval over R>o with endpoints in Ng U {+oc0}.
We often write ~n for I = {d € R : dvn} where ~ € {<,<,>,>}, and n € Ny. Note
that we consider a pointwise semantics, which is the reason we add the next modality
to the syntax. This differs from the original definition of MITL, which did not have a
next modality, as it used a continuous semantics (cf. [40, Section 29.6] for a detailed
discussion about the differences between the semantics).

The semantics of MITL is defined over infinite timed words. Given such a timed
word p = (01,71), (02, 72),... € TE¥, a position ¢ > 1, and an MITL formula ¢, we
inductively define the satisfaction relation p,i = ¢ as follows:



pilE P if p=o;

psifE if pilEe

psifE VY if  piE@orpilEY

pilE X if p(i+l)EeandTips—meT

pitE oUW if 3k>i.pkEY,m-—nelamdVj.i<j<k.pjlEgy
We write p | ¢ whenever p,1 = ¢, and say that p satisfies ¢. Given an MITL
formula ¢, its language L£(p) is the set of all infinite timed words that satisfy .

We also define the standard syntactic sugar true = p V —p, false = —true, o A =
(e V), o =Y = eV, Fro = true Urp, and Gro = ~Fr—p.

3.2 Timed Automata

A TBA A is a six-tuple (Q,Qo, %, X, A, F), where ¥ is a finite alphabet, Q is a
finite set of locations, Qg C @ is a set of initial locations, X is a finite set of clocks,
ACQxQxYx2¥xG(X) is a finite set of transitions with G(X) being the sets of
constraints over X', and F C @ is a set of accepting locations. A transition (¢, ¢, a, A, g)
is an edge from ¢ to ¢’ on input symbol o where A is the set of clocks to reset and g
is a clock constraint over X'. A clock constraint is a conjunction of atomic constraints
of the form x ~ n, where z is a clock, n € Ny, and ~ € {<,<,=,>,>}. A state of
a TBA is a pair (g,v) where ¢ is a location in ) and v : X — R>( is a valuation
mapping clocks to their values. We say that for any d € R>¢, v + d is the valuation
where d is added to all clock values in v.

A run of A from a state (go,vp) is a sequence of steps over an infinite timed
word (o,7) € TE¥ of the form

(do,v0) “Z72 (g1, 01) 2272 (g3, 0

) Lwml,
where for all ¢ > 1 there is a transition (¢;—1,¢:, 0, \i,¢;) such that v;(x) = 0 for
all z in \; and v;—1(x) + (7 — 7,—1) otherwise, and g is satisfied by the valuation
vi—1 + (7; — Ti—1), where we use 79 = 0. Given a run r, we denote the set of locations
visited infinitely many times by r as inf(r). A run r of A is accepting if inf(r)NF # &.
The language of A from a starting state (g,v), denoted L(A, (q,v)), is the set of all
timed words with an accepting run in A starting from (g,v). We define the language
of A, written L£(A), to be |J, L(A, (¢,v0)), where ¢ ranges over all locations in Qo and
where vg(x) =0 for all z € X.
Theorem 1 (|2, 4]). For each MITL formula ¢ there exists a TBA A with L(p) =
L(A).
Given two TBAs A = (Q,Qo, %, X, A, F) and A" = (Q',Qq,Z, X', A/, F'), their
intersection is denoted A ® A’ = (Q%,QF, %, X, A® F®), where
© Qo= QxQ x{1,2},
° QF = Qo x Q) x {1},
e XY®=XUJX' (we assume they are disjoint),
e A® = AP U AY with
AY = {((q1,45, 1), (q2,5,7), 0, AU N, g A g') & (q1,q2,,A,9) € A and
(q1,q5,a,N,g")e A and i =2 if ¢ € F else i = 1} and



AY = {((q1,45,2), (q2,05,7),c, AU N, g A g') = (q1,q2,,\,9) € A and
(g1, ¢h,a, N, g") e A and i =1 if ¢f € F' else i = 2},
e and F® = Q x F' x {2}.
Lemma 1 ([3]). LIA® A") = L(A)NL(A).

4 Monitoring in a Timed Setting

In this section, we describe monitoring and show how it applies in the timed setting.
To this end, we first, and briefly, introduce monitoring in the untimed case and then
extend it to the timed case, following the approach of Bauer et al. [15].

Traditionally in Runtime Verification (RV), properties are specified using a tempo-
ral logic such as LTL and a monitor is constructed from those properties. A monitor is
a kind of program that takes a finite word as an input and returns a verdict depend-
ing on the relationship between the input and the property from which the monitor is
constructed. Verdicts are usually of the form accept (T), reject (L), or unknown (2),
although larger verdict domains exist to provide more information.

In online monitoring (our interest), the properties specify behaviors over infinite
sequences of symbols, or words, while the monitor must interpret those specifications
over an ever-growing finite prefix of such an infinite word. The most prevalent solution
to this problem is to use a monitor semantics where acceptance or rejection means that
the finite word determines the property and no future suffix can alter the verdict. In
the case where the finite prefix does not determine the property, the monitor outputs
an unknown verdict and continues.

Monitoring languages of timed infinite words works in much the same way as in

the untimed setting. A finite prefix of an infinite timed word is checked to see if it
determines the property. If all possible infinite extensions of the prefix result in a word
that is included in the monitored property, then the monitor returns the T verdict. If no
possible infinite extensions lead to a word that is included in the monitored property,
then the monitor returns the L verdict. If extensions exist that could lead to either
outcome, then the monitor returns ¢ and continues monitoring. In the timed setting,
we also need to know at what time point the prefix ends and when the extension
starts. Intuitively, this concatenation time point represents knowledge about the time
that has passed since the last observation of the prefix.
Definition 1 (Monitor verdicts for timed languages). Given a language of infinite
timed words ¢ C TX“, a finite timed word p € TY*, and a time-point t € R>( such
that t > 7(p), the function V : 27" — (TX* x Rsq) — By evaluates to a verdict with
the following definition:

T ifpep€d foralpeTXv,

V(@)p,t) =L ifpepgd foralpeTE,
?  otherwise.

Ift < 71(p), then V(¢)(p,t) is undefined.
Example 1. Consider the bounded response property “whenever a is observed, b should
be observed within 30 time units” that is specified by the MITL formula ¢ = G>o(a —



F<s0b) where ¥ = {a,b, c}. This property corresponds to the TBA shown in Figure 1.
This type of bounded response property is very common for real-time systems [41]. Tt
states that some trigger a is followed by a reaction b before the deadline elapses. Note
that we draw the “sink” state q3 here for illustrative purposes as we will return to this
example later in the paper, but it can be omitted without changing the language of the
automaton.

Fig. 1: TBA corresponding to G>(a — F<30b)

Now consider the finite timed prefiz p = (b,10), (a,20). The verdict in this case is

2 ift <50
V(L ) = -7
(£(e))(p:1) {J_ otherwise.
Fort < 50 there are infinite extensions of the prefix that satisfy the property and those
that violate it, e.g., we have

P 40 (bv O)a (b’ 10)7 (bv 20)a cee = (b7 10)7 (av 20)(ba 4O)a (b’ 50)7 (bv 60)a - € ‘C(QD)
and
p 10 (b,20), (b,30), (b,40), . .. = (b, 10), (a, 20)(b, 60), (b, 70), (b, 80), ... & L(¢).

When t > 50, then there are no accepting extensions as the a at time 20 has not been
followed by a b within 30 time units.

This property demonstrates a way in which timed monitoring differs from the
untimed setting. If we remove the time constraint and consider the (unbounded)
response property G(a — Fb), no finite prefix could ever determine the property and
so the only possible verdict would be 2. This is a classic example of what is called an
unmonitorable property [42-44].

5 Time Divergence

Note that Definition 1 does not take time divergence into account, i.e., a verdict can
be based on convergent extensions of a given prefix. As we will see in Example 2, this
leads to verdicts that are only based on Zeno behaviors. In this section, we consider



the monitoring problem in the presence of time divergence and show how it affects
the verdicts from monitors for timed languages. Time divergence entails that time will
always progress beyond any given time-bound. Let us stress here that our algorithms
work both in a Zeno and non-Zeno setting.

We begin by defining the set of infinite time-divergent words. These are the
only timed words that will occur in practice, since time always diverges. Mathe-
matically, however, the set TX“ includes words that are not time divergent, e.g.,
(a,3),(a,2),(a, ),.... The definition states that time-divergent words are those
where the time sequence is unbounded. Note that we do not consider finite timed words
either divergent or convergent even though their time sequences technically converge.
Definition 2. The set of all time-divergent words TbX* C T is the set of all timed
words (01,71), (02, T2) ... such that lim;_, . 7; = +00.

We now use the set of time-divergent words to define a verdict function that

accounts for time divergence. Crucially, the properties that we monitor may include
non-time-divergent words. In that case, the verdict returned by the evaluation function
under time divergence Vp may differ from the verdict returned by V.
Definition 3 (Monitor verdicts under time divergence). Given a language of infinite
timed words ¢ C TXY, a finite timed word p € TY*, and a time-point t € R>( such
that t > 7(p), the function Vp : 27" — (TS* x Rsq) — B3 evaluates to a verdict
with the following definition:

T ifprp €@ forall pe by,
Vp(@)(p,t) =L ifpspd o foral peIXv,
?  otherwise.

Ift < 71(p), then Vp(¢)(p,t) is undefined.

Example 2. Consider the property “the system will continue past 20 time units after
the first observation” represented by the MITL formula ¢ = Fsg0a, where ¥ = {a}.
This property is captured by the TBA shown in Figure 2.

a
xr <20 a

a a
O z:=0 x> 20 O
—( @1 > g2 >( 43

Fig. 2: TBA corresponding to F>90a

If this property is monitored, the verdict may change depending on whether time
divergence is accounted for. Under time divergence, this property is clearly a tautology
since all infinite time-divergent words must eventually reach location qs3. However, if
time divergence is not assumed as in Definition 1, then it is possible for an infinite
timed word to never pass time to x > 20 after the first observation, and therefore stay
in location qo.



Suppose, for example, the finite timed prefix p = (a,0),(a,10). Since ¢ is
a tautology under time divergence, Vp(L(p))(p,t) = T for all time points t >

10. However, V(L(p))(p,t) = % for all t < 20, since TE“ contains time-
convergent words p such that p - p is not in the language of ¢, e.g., for
t = 10 and p = (a,9),(a,9.9),(a,9.99),(a,9.999),... we have p + p =

(a,0), (a,10), (a,19), (a, 19.9), (a,19.99), (a,19.999), ... & L(p).

To ensure that verdicts are correct for all properties, we monitor an intersection
of the given automata with a special TBA that only accepts time-divergent words.
This TBA, which we will call Ap, is shown in Figure 3. The automaton must visit the
left location infinitely often to accept and it can only visit this location once time has
passed a threshold of one time unit. Note that the exact threshold is arbitrary and
could be any number; the purpose is to ensure that the language of the automaton is
exactly the language of time-divergent words.

Y
=0

zZ

O O=Rs

by
z>1

Fig. 3: TBA Ap capturing time divergence

Remark 1. The language of Ap is exactly the set of all time-divergent words.

We will use the automaton Ap to restrict the possible extensions of an observation
to divergent words.
Example 3. We now consider the complement property to Example 2 that is captured
by the MITL formula ¢ = G>gofalse. Note that, since we use symbols in our MITL
formulas and not propositions, we cannot write —a here but must use its complement
Y\ {a} = @ which is equivalent to false in our MITL syntax. The TBA for @ is shown
i Figure 4.

a
r < 20

a
—>

Fig. 4: TBA corresponding to G>afalse

Now we want to intersect this TBA with Ap to restrict its language to only
time-divergent words. The result of this operation is shown in Figure 5. Note that
the intersection automaton contains the unreachable locations (q1, A,2), (g1, B,1),
(@1, B,2), and (g2, A, 1) that we omit for simplicity.

10



z>1

Fig. 5: TBA for the intersection of the TBA from Figure 4 (corresponding to
G>aofalse) and Ap from Figure 3 (state names are as described in the construction
above Lemma 1). Unreachable locations have been omitted.

In this TBA, an accepting run must visit (the only accepting) location (qz, A,2)
infinitely often. The only transition leaving (qz, A, 2) resets the clock z and all transi-
tions leading to (qz, A,2) have the guard z > 1. Hence, at least one unit of time has
to pass between any two visits to (qz, A,2). However, the clock x is never reset and
each transition has the guard x < 20. Hence, there cannot be an accepting run and the
product automaton has an empty language.

6 A Symbolic Method for Monitoring

In this section, we describe an algorithm to monitor languages of infinite timed words
that correctly accounts for time divergence. Our algorithm is loosely based on the
classical constructions for monitoring LTLs and TLTL by Bauer et al. [15], but with
alterations to address the many differences between the timed and untimed domains.

Our solution requires that properties are specified as two TBAs - one for the
property and one for its complement. Although TBAs are not closed under comple-
mentation, we consider this requirement to not be too much of a limitation. This is
because we expect a property to be expressed by a user in MITL, which, along with its
negation, can be converted to TBAs using one of the methods described in Section 3.

Before we address the monitoring algorithm, we first introduce “reach-sets” and
“non-empty language states” of a TBA. Given a TBA A, a state (¢, v) has a non-empty
language when it has an accepting run starting in (¢, v), i.e., if L(A, (¢,v)) # @.
Definition 4. Given a TBA A= (Q, Qo, X, X, A, F), the set of states with non-empty
language is ST = {(q,v) : g € Q,v € X = R>¢. L(A, (q,v)) # &}.

In the following definition, we write (g, v0) 2.4 (¢n,vn) for a finite timed word p =
(o,7) € TE* to denote the existence of a finite sequence

(q0,v0) 2 (g1, vy

) (0'2a7'2) (Unv'rn)

(qn>vn)

11



of states where for all 1 < i < n there is a transition (¢;—1, ¢, 0, \i,g;) such that
vi(z) =0 for all z in A\; and v;_1(x) + (7, — 7:—1) otherwise, and g is satisfied by the
valuation v;_1 + (7; — 7;—1), where we use 79 = 0. Note that this definition is analogous
to the definition of infinite runs in Section 3.

Definition 5. Given a TBA A, a finite timed word p € TX*, and a time-point t € R>q
with t > 7(p), the reach-set of A over p at time t, the set of possible states a run over
p starting from initial states of A can end in after time t has passed, is given by

Talp,t) = {(g.;v + (t = 7(p))) : (g0,v0) >4 (g,0)
where qo € Qo and vo(x) =0 for all x € X}.

Remark 2. The reach-set Ta(p,t) is always a finite set of states of A.

We can now define a function for a monitor verdict using Definitions 4 and 5. To

determine the verdict for a language ¢ C TX%, the function requires both a TBA A
such that £(A) = ¢ and its complement, A. Definition 6 states that a finite timed
word p € TY* positively (negatively) determines the property under time divergence
if the states of A ® Ap (A ® Ap) with non-empty languages are disjoint from the
reach-set of A® Ap (A® Ap) over p.
Definition 6 (Monitoring TBAs under time divergence). Given a TBA A, its com-
plement A (L(A) = TS \ L(A)), the automaton Ap such that L(Ap) = ToX¥, a
finite timed word p € TE*, and a time-point t € Rx( such that t > 7(p), the func-
tion M : A x A — (TE* x R>g) — B (where A denotes the set of TBAs) computes a
verdict with the following definition:

T ifTZ@AD(p7t) OS%%AD =,

M(Aa Z)(pv t) = L Zf TA®.AD(p7 t) N Sﬁ%@AD =9,
?  otherwise.

Ift <7(p), then M(A, A)(p,t) is undefined.

The following theorem shows that the symbolic definition of M coincides with the
definition of Vp in Definition 3.
Theorem 2. M(A, A)(p,t) = Vp(L(A))(p,t) for all p € TE* and all t € R>q such
that t > 7(p).

Proof. Let A’ be an arbitrary TBA. We will show that T4 (p,t) NS¢ is nonempty iff
there exists a p € TX“ (not necessarily time divergent) with p - 4 € L(A"). Then, we
obtain
o M(A, A)(p,t) = T iff Vp(L(A))(p,t) = T by instantiating the equivalence for
A= A® Ap, and
® M(A, A)(p,t) = L iff Vp(L(A))(p,t) = L by instantiating the equivalence for
A/ = A & AD.
This completes the proof, as both functions only have three elements in their codomain
and we have shown that two of them have the same preimage w.r.t. both functions.
So, let T (p, t)NS%S # (). Then, by definition, there is a state (g, v’) of A" such that
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® (go,v0) B4 (g, v) for some gy € Qo and for vy with vg (z) = 0 for all x such that
v =v+ (t—7(p)), and
e there is an accepting infinite run of A’ starting in (g,v’) that processes some
peT s>,
Let p = (01,t1) - (0n,tn), which satisfies ¢, = 7(p) < t. Then, due to (qo,vo) 24
(g,v), there is a run prefix

(o1,t1)

(o2,t ) (Unatn)
(g0, v0) —= (qu,v1) —= -+

(q,v).
Also, let pp = (0p41,tnt1)(0nt2,tnt2) - and let

n (Ontistnyr) (on+2:tnt2) (on+3:tn+3)
(g,01) {70, (onsato), ) Lntrtnta),

dn+1, Un+1) (qn+27 Un+-2

be the accepting run A’ on p.
These two runs can be combined into the run

(01,t1)
(QOMJO) = (q17vl

) (‘727t2) ((7.,,,7tn) (q’v) (Un+1’tn+1+t)

) (0nt2,tnt2+t) ( (0n+3,tny3+t)
% —> P

(Qn+17 Un+1 qn+2, Un+2)
of A’, which starts in (go,vg), processes p -+ u, and is accepting. Hence, L(A’) is
nonempty as required.

Conversely, let there be a u € TX¥ with p -4 u € L(A’). Then, there exists an
accepting run

o1,t1) (02,t2)
(90, v0) (1—1> (q1,v1) R (g2, v2

(03,t3)
of A’ starting in some state (qo,vo) that processes p -; p, where go € Qo and with
vo(x) = 0 for all z. By definition of concatenation, there is an n > 0 with ¢, < ¢ and
tne1 > t (where we use top = 0 to allow n = 0) such that p = (o1,¢1) -+ (01,t,) and
1= (0ns1,tne1 — t)(onta, tneo —t)---. The run can be split into two parts:

® The first part is

(o1,t1)
(q0,v0) —— (q1,v1)

(0'27t2) (O'nvtn) (q v )

which witnesses (qo,v0) >4 (gn, Un). Thus, (g, v, + (t —t,)) € Tar ().
® The second part is

(0nt2,tny2—t)
_—

(Ont1,tny1—t)
(C]m v+ (t - tn)) e (q’ﬂ+17 Un+1)

(on+3,tnyz—t)
(Gny2,Vny2) ————— -

]

which is an accepting infinite run of A" starting in (g, v’) that processes p.
Hence, (qn,v+(t—t,)) € Ta(p, t)NS77, which is therefore, as required, nonempty. [

So far, this construction is very similar to the the classical procedure for monitoring
LTL3 with the addition of Ap to account for time divergence. However, the set of
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states with non-empty languages of a TBA is likely to be infinite, and its reach-set
over a symbolic trace (see Section 7) may be as well. We now present a symbolic online
algorithm to compute these infinite sets and their intersections in an efficient manner.

6.1 Monitoring Algorithm

We assume that the language ¢ we will monitor and its complement ¢ are given
as TBAs Ay and Az, where L(Ay) = ¢ and L(Az) = ¢. We begin by computing
the intersection of both automata with Ap (we hereafter refer to these intersection
automata as A and A). We continue by finding the states of the automata with non-
empty languages, also called the non-empty states from Definition 4. We then compute
the intersection of the non-empty states with the reach-set (from Definition 5) of A and
A over p. If one of the intersections is empty, then we can output T or L, otherwise,
we output 2.

We can calculate the set S}® as a fixpoint using a backwards reachability algorithm.
In order to practically work with the states of a TBA we use a symbolic representation
of the clock valuations, namely zones. A symbolic state (g, Z) is a pair of a location ¢
and a zone Z. A zone is a finite conjunction of clock constraints on the form x; ~ n or
x1 — T2 ~ n, where x1,zg are clocks, ~€ {<,<,=,>,>}, and n € Q>¢. Such a zone
describes a convex set of clock valuations.

To compare observed time points with clock constraints in the zones, we add a
global clock ¢ that will never be reset. Additionally we only consider rational values as
inputs and in clock constraints, as we now discuss the implementation of our symbolic
algorithm. However, let us stress that a zone still includes all valuations satisfying the
constraints, including real-valued clock valuations. Zones may be efficiently represented
using so-called Difference Bound Matrices (DBMs) [5].

We now define several zone operations that we will need.

Definition 7. Given a zone Z over a set of clocks X including the global clock time x¢,
a set of clocks A C X, an interval I = [t1,1ts] between two positive rational numbers,
and a clock constraint g, we define the following operations on zones:
e freex(Z)={v:F €Z. Ve e X, v(z)=2'(z) ifx ¢ \}
° Zfree = freeX(Z)
ZN ={v:F € ZVr e X, v(x) =0 if x € X otherwise v(z) = v'(z)}
Z7 ={v: I €Z.v=1+d for somed € Rxg}
7¢ ={v: ' €Z.,v=1"—d for somed € R>g}
Z70 =77 A rxqg €1
ZNg={v:v€EZ andv = g}
Zy={v:Vex e X, v(z) =0}
Given a set S of symbolic states, S71 = {(q,Z7'1) : (q, Z) € S} is obtained by applying
the zone operation /1 to all zones in the set S.

All of the above operations on zones can be efficiently implemented using the DBM
data-structure [5].

We now proceed to develop the online zone-based procedure we use to monitor
real-time properties specified by TBAs. Pred (g, Z) (computed by Algorithm 1) is
the set of symbolic states that can, by a single transition and delay, reach the state
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(¢, 7Z) of A, ie.,

Preda(q, Z) ={(¢,2") : (¢, ¢, A, 9) € A and Z' = free, (2 A [\ = =0) A g}
TEN

Algorithm 1 Find the predecessors (single transition) of a state

Input: a TBA A= (Q,Q0, %, X, A, F) and a symbolic state (¢, Z)
Output: Preda(q,Z)
Predecessors + &
for (¢',q,a,\,g) € A do
Z" = freex(Z¥ A Nyex®=0)Ayg
Predecessors < Predecessors U{(q', Z')}
end for
return Predecessors

Reach 4(S) (computed by Algorithm 2 implementing a classical backwards analysis
(see, e.g., [45])) is the set

ReachA(S) = {(q,v) : (q,v) & (¢, ') s.t.(¢,v") € S and p is nonempty}

of symbolic states that can, by at least one transition, reach a state in S.

Algorithm 2 Compute the states that can reach the given states with at least one
transition
Input: a TBA A and a set of symbolic states S
Output: Reach(S)
Waiting < &
Passed «+— @
for s € S do
Waiting <— WaitingU Pred 4(s)
end for
while Waiting # @ do
s < Pop(Waiting)
if s ¢ Passed then
Waiting < Waiting U Pred4(s)
Passed < Passed U {s}
end if
end while
return Passed

For a TBA A with set of locations @ and Q' C @, let Reachy (Q)') denote the set
of states of A from which an infinite run starts that visits locations from @’ infinitely
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often. Algorithm 3 computes Reachy (Q') which is the limit set S,, = S,,—1 where
So = (4, Zpree) 1 q € Q'}

is the set of symbolic states whose location is in @', and where
Si = Reach(Si—1 N Sy)

for ¢ > 0 is the set of states that can reach S;_; N Sy with at least one transition.
Thus, from states in the limit S,,, there is an infinite run that infinitely many times
reaches a location in Q.

Algorithm 3 Calculate the set of states that can infinitely often reach a location in @’

Input: a TBA A and a set Q' of locations of A
Output: Reachy (Q')
SQ/ )
for ¢ € Q' do
Sqr < Sqr U{(a, Zree) }
end for
Sa — SQ/
Sy +— O
while S, # S, do
Sb — Sa
Sa < Reacha(S, N Sq)
end while
return S,

We can use this to calculate the set of states, from which there is an accepting run:
Given a TBA A, we write Reachy as a shorthand for Reach®y (F), where F is the set
of accepting locations of A.

Theorem 3. Given a TBA A. Then Reachy = S’€.

Proof. Consider a TBA with accepting states Sz (i.e., those states with accepting
locations) and let AccPreds(S) = Reacha(S) N Sx be the function mapping a set S
of states to its accepting predecessors, i.e., to the set of accepting states that can, by
one or more transitions, reach a state in S.

Notice that for any set S of states we have AccPred4(S) C S. The iterative process
given by SY = Sr and S™ = AccPred,(S™ ') represents part of the transformation
in the final loop of Algorithm 3 if F is given as the parameter. It will converge after
a finite number of steps to a greatest fixed point S*. This holds when using zones for
the continuous part of the state space, as zones are finite unions of regions [3], which
can only be reduced a finite number of times before becoming empty.

The set S* contains all the states in Sx that can reach a state in S* by one or more
transitions. Thus, we have that S* is the set of accepting states that can infinitely
often visit an accepting state.
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Then, Reach(S*) is the set of all states (not necessarily accepting) that can reach
accepting states infinitely often, meaning Reach(S*) = S7j°. O

Using this fixpoint, we can implement online monitoring given .A and 4 by storing
the reach-set given by a finite timed word over A and A, while continuously checking
if the reach-sets still overlap with S%¢ and S2¢ respectively. If both reach-sets still
have non-empty languages, then the verdict is ¢, but if all the states in the reach-set
of A (of A) have empty languages, then the verdict is L (T, respectively).

Algorithm 4 Get the set of possible successor states from S after an input (a,t)

Input: a TBA A = (Q,Q0,%, X, A, F), a set of symbolic states S, and a timed
input (o,7) € ¥ x Q>
Output: Succ’ (o, 7)
Successors < &
for (¢,7Z) € S do
for (q,¢',0,)\,g) € A do
if Z/=~1 |= g then
Successors < Successors U {(q', (Z7 =71 A g)[A\])}
end if
end for
end for
return Successors

Given the procedure Succy described in Algorithm 4 we can compute the reach-
set of A over a finite rational-timed word p = (01,71), (02, 72),...(0On, ™) € TE*
delayed up to a time-point ¢ € Qxg. If Sy is the set of initial states and S; =
Succi’"l(ahti — ti_1), then Tu(p,t) = {(q, Ztt==wrt==0) : (q,Z) € S,} is the
reach-set after observing p and time passing up to t.

Termination of Algorithm 1 and Algorithm 4 is straight forward, since they only

contain bounded loops. Finally, termination of Algorithm 2 has been shown in the
proof of Theorem 3.
Theorem 4. Algorithm 5 computes Vp in the following sense: Given a non-empty
sequence of inputs in € ¥ X Q>¢ U Q>0 such that all time points in the sequence are
non-decreasing, let p be the projection of the input sequence to ¥ x Qx>¢, which is a
timed word. Algorithm 5 returns

e Vp(L(A))(p,7(p)), if the input sequence ends with an input from ¥ x Q>¢, and

* Vp(L(A))(p,t), if the input sequence ends with t € Q>¢.

Proof. Let p = (01,71),...,(0n,Tn). An induction shows that when Algorithm 5
is given inputs (o1,71),...,(0n,Tn) step-by-step, then S is equal to the reach-
set Ta(p,7(p)) and S is equal to the reach-set T5(p,7(p)). Thus, when then given
the input ¢, S is equal to Ta(p,t) and S is equal to T(p,t). Hence, Theorem 3 and
Theorem 2 yield the desired result. O
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Algorithm 5 Online monitoring procedure given A, and Ag. Gives a verdict T, L
or ? after each input

A+ .A¢ QR Ap
A+ .Ag QR Ap
S «{(q, Zo) : q is an initial location of A}
S« {(q, Zo) : q is an initial location of A}
loop
Receive new input: i € (X X Q>0) UQxg
if 1 = (O’,T) SIS QZO then
S+ Succi(a, T)
S« Succ%(a, T)
else if i =t € Q¢ then
S «— S/([t.t]
T g/‘[m]
end if
if SN Reach?, = () then
output L
else if SN Reach%y = then
output T
else
output ?
end if
end loop

An overview of the online monitoring procedure (see Algorithm 5) with A, and
Ag is as follows. First we define A and A as the intersection of each input automaton
with Ap. We then use the backwards reachability algorithm to compute the set of
states that have a non-empty language (in each TBA). While continuously receiving
inputs, we compute the symbolic successor states from the initial states. After each
input, we check if there is an overlap between the states with a non-empty language,
and the reach-sets and output a verdict. The verdict is either T or | when one of the
reach-sets falls outside the set of states with a non-empty language and ? otherwise.

Figure 6 shows an example of the state spaces of TBAs A and A, with

their non-empty states marked as grey and the reach-sets T4((o1,71),...,(0:, 7))
and  Tz((o1,71),...,(04, 7)) depicted as black circles. As long as
both  Ta((o1,71),...,(0s,7)) and  Tx((o1,71),...,(04,7;)) contain a (grey)
state with non-empty language, the verdict is ?. After three observations,
Tx((o1,71),...,(03,73)) contains no states with non-empty language, i.e., the verdict
is T.
Example 4. Consider the MITL formula ¢ = G>o(a — F<3ob) from Example 1. We
are given the TBA A in Figure 1 and its complement A, the TBA for 3 = Fso(a A
G<30—b) shown in Figure 7. As before, we draw the sink state g here for illustrative
purposes. If we were to monitor L(p), the first step would be to take the intersections
A® Ap and A® Ap, but we skip this step here because of the size of the resulting
automata.
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(01,71) (02, 72)

(02, 72)

(03,73)

Fig. 6: Evolution of the reach-sets (depicted as circles) in A (left) and A (right) after
0, 1, 2, and 3 observations. The grey areas are the states with non-empty language,
ie., Reachy and Reachy .

y <30
Fig. 7: TBA corresponding to F>o(a A G<30—b)

First we compute the sets of non-empty language states S%e and S’¢ as:

d Ze:{(QMtrue)?(qQ?xSgo)}'

o S%e = {(q, true), (gz, true), (g3, true)}.

Now suppose the finite prefix p = (b,10), (a,20) as seen in Ezample 1. We compute
the reach-set at time point 25 for A and A as:

* Talp:25) ={ (@2, =5 Nzg=25) }.

e Talp.25) = { @y =25 Mg = 25), (@ = 5 A = 25) ).

Note that although our algorithm uses a symbolic representation for the reach-sets, for
a concrete input the clock constraints are equalities. Also note that, for A, there are
two possible states for p since A is non-deterministic.

Both these reach-sets intersect with the non-empty language states, which means
there exist infinite extensions satisfying both properties. However, this is not true if
we use a time point greater than 50. For example, the reach-set T(p,51) ={ (g2, 2 =
31 Axg =51) } has an empty intersection with S7E, thus the verdict would be L.
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7 Timing Uncertainty

So far, we have assumed that inputs have rational- rather than real-valued time-
points, but in reality it can be real-valued time-points with arbitrary mathematical
precision. Instead of approximating a real-valued time-point 7; as a rational value, we
can assume that the time-points are observed with a certain precision. More accurately,
we assume that we observe some interval I; containing 7, e.g., [|7:], [7:]]- In related
settings, concrete timing information may be missing for many reasons, particularly
when monitoring distributed systems [46-48]. The problem we consider is also closely
related to the robustness of TA [49] as well as work on monitoring over unreliable
channels [44, 50].

We assume that during monitoring, we observe a symbolic timed word of the
form p; = (o,v), where o is a finite word over the symbol alphabet ¥ and v is a
sequence Iy, Io, ..., I, of time intervals of the same length as 0. Each time interval I; is
a closed interval [l;, u;] with integer end-points representing a lower and upper bound
of the real-valued time-point at which the symbol ¢; occurred. We require I; < 1,44 for
all # < n. The set of finite symbolic timed words is denoted 75%*. Note that, as we are
concerned with an algorithmic solution, we limit bounds in symbolic timed words to
natural numbers (which is equivalent to supporting rationals with a fixed granularity).

We define the concatenation of symbolic timed words p; and py at time point ¢

where p1 = (o1, [l1,ui]), (o3, [13,ud]), ..., (o}, [IL,uk]) is a finite word with I} < ¢,
and py = (02,[12,u3]), (03,]I3,u3]),... is a finite or infinite word, as p; ++ p2 =
(017 [llvul])7 (027 [12711'2])7 ... such that
1 ifi< 1l if 4 <
o, = 022 fign, 4 Ui, ] = [lz,uz] . if i <mn,
o7, else, 2, +tu;_, +1] else.

Semantically, a symbolic timed word ps; = (o,I1,I2,...,I,) encodes all timed
words (o, 7) of length n where 7; € I;. In this case, we write p C p;.

Remark 3. As we require the lower bounds l; of a symbolic timed word to be non-
decreasing, each symbolic timed word (o,11,Is,...,I,) encodes at least one concrete
timed word, i.e., the word (o1,11),..., (0n,ln)-

Also, whenever ps = (0,11, I,...,I,) and p,, = (0, J1, Jo,. .., J,) are two symbolic
timed words, we write ps C pl if I; C J; foralli=1...n.

Example 5. Consider then symbolic timed word ps = (b,[1,2]), (a,[5,6)]), (¢, [7,8]).
Then we have p = (b,1.2), (a,5.4), (¢,7.3) C ps.

Monitoring a language of timed infinite words in the setting of timing uncertainty
refines timed monitoring in the following way. Given a finite symbolic prefix, it is
checked whether all concrete realizations of this prefix determine the property. That
is whether all possible infinite extensions of such a concrete realization are included
in the monitored property.

Definition 8 (Monitoring with timing uncertainty). Given a language of infinite
timed words ¢ C TXY, a finite symbolic timed word ps € TsL* ending in (o, [I,u]), and
at € Rxo such that u < t, the function Vy : 2TE" _y Tsy* x R>o — B3 evaluates to
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a verdict with the following definition:

T ifprp €@ foral pCps and all p € IO,

Vu(@)(ps,t) =< L ifprpuédo foralpC ps and all p € oY,
?  otherwise.

If u>t, then Vu(¢)(ps,t) is undefined.

Remark 4. If p; T pl, then Vu(¢)(ps,t) = Vu(o)(p},t), where we define the partial
order »= over the set {T, %, L} such that T = ? and L = 2, but T and L are incom-
parable. Intuitively, > captures that definitive verdicts are more informative than the
inconclusive verdict 2.

Example 6. Consider the MITL property Fisga “an ‘a’ has to occur within 5
to 6 time-units after the initial observation”, and the concrete timed word p =
(b,0),(b,1.2), (a,5.4), (c,7.3). Assume that we observe time-points as integer-bounded
intervals of length one respectively length two (except for the initial observation)

reflected by the following two symbolic timed words

p; = (b,0), (b, [17 2])7 (a, [57 6})7 (c, [77 8])

and

Pz = (b,0)(b,[1,3]), (a, [5,7]), (¢, [7, 9]
Then, we have Vp(L(Fi56))a))(p,8) = T as well as Vy(L(F56)a))(pt,8) = T,
whereas Vu (L(Fi56))a))(p2,8) = 2, as there are concrete timed words encoded by p3
that have an a in the interval [5,6] and there are concrete timed words encoded by p?
that do not have an a in the interval [5,6], e.g., if the a occurs at time 7.

To obtain a monitoring algorithm for monitoring under timing uncertainty it
merely suffices to extend the symbolic successor computation in Algorithm 4 to
pairs («, I) where [ is an integer-bounded interval. Since we defined the delay oper-
ation for intervals the only necessary change is to replace Z-/=71 with Z-'/ in the
innermost if-statement of Algorithm 4. Thus, the monitoring procedure (Algorithm 5)
can easily be extended to support timing uncertainty.

Theorem 5. There is an online algorithm that computes Vy.

8 Tool Implementation: MONITAAL

To implement the monitoring algorithms presented in Sections 6 and 7, we developed
the tool MONITAAL?. MONITAAL takes two TBAs as input. Each TBA has to be
the negation of the other. The user can then either monitor a log of observations, or
include the monitor as a library in their own software, and monitor observations in an
online fashion. A verdict (T, L, or #) is output after each observation.

In this section we demonstrate and benchmark MONITAAL. We monitor properties
from a verified gear controller model developed in collaboration between Lindahl et

Zhttps://github.com/DEIS-Tools/MoniTAal
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al. [41] and an automotive software company. In addition, we benchmark MONI-
TAAL combined with the formula translation tool MIGHTYPPL, on properties from
Timescales.

MONITAAL follows the online monitoring procedure described in Algorithm 5 by
first computing the non-empty language states of each input automaton and then in
an online fashion, for each observation, updating the reach-set and giving a verdict in
{T,L, 2}. When a verdict T or L is given, the monitoring procedure stops (since no
further observations can change the verdict).

8.1 The DBM Library PARDIBAAL

Computing the non-empty language states, as well as the reach-sets from interval-
timed traces, requires handling states symbolically using zones. To do this, we
implemented the DBM library PARDIBAAL® to handle operations on zones. The exist-
ing DBM library UDBM* is very efficient and currently used by the model checker
UPPAAL, but complex to maintain and released under the GPLv3 license. We imple-
mented PARDIBAAL to have a DBM library under the LGPL licence, permitting
inclusion in proprietary applications, as well as to have a modern implementation that
is easier to maintain.

PARDIBAAL implements all standard DBM operations [5] and additional function-
ality such as subtraction, intersection, and specialized delay operations. In practice,
we work with sets of symbolic states and therefore have multiple DBMs (zones). Most
of the basic operations are trivially extended to finite unions of zones (i.e., finite sets
of DBMs) called federations. Equality or inclusion checking is more complicated using
federations, since a single zone could be a subset of a union of multiple zones, without
being a subset of any one of them on their own. An exact implementation requires an
expensive difference/subtraction operation between DBMs. One way to approximate
the relation between federations is to combine the relation between all pairs of DBMs.
The subtraction operation is also important in the backwards analysis part used to
compute the set of non-empty language states.

8.2 Demonstration of MONITAAL
Consider the property

¢a = F<10(a) A G>o(a — Fo10)(a))-

(g Tequires a to be observed infinitely often, with at least one a being observed within
10 time-units of the first observation, and then the time between two consecutive
observations of a is no more than 10. Note that when a has not been observed for
more than ten units of time, then the verdict L can be given. On the other hand, the
verdict T will never be given when monitoring ¢,.

Now, consider the property

b = F>0(G>o(7h)).

Shttps://github.com/DEIS-Tools/PARDIBAAL
4https:/ /github.com/UPPAALModelChecker/UDBM
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@p requires that “from some point onwards, we will never see b again”. Note that
monitoring ¢, will never result in a T or L verdict, since there is always an infinite
extension satisfying the property and another one that does not.

In the following example we monitor the property:

Pab = Pa N\ Pb-

When monitoring the property ¢4, one again obtains the verdict L when a has not
been observed for more than ten units of time, but the verdict T is never given. The
TBAs accepting the languages of ¢, and =, are shown in Figure 8.

a,b
Fig. 8: TBAs accepting the languages of ¢, (left) and —,p (right).

During monitoring, the reach-sets are represented as
lists [(q1,21), (g2, Z2),- .., (qk, Z1)] of symbolic states where, for all i € [1,k], ¢; is
a location and Z; is a zone. In our experiments, we want to evaluate the size of
the representation of the reach-sets (corresponding to the k). When monitoring a
concrete trace (a trace where observation times are singular intervals), each Z; in the
symbolic state encodes a single clock valuation. In addition, if the monitored TBA
is deterministic then k will always be 1. Note that in the case of non-determinism
and/or uncertain traces (traces where observation times are intervals) the size of the
representation of the reach-set can increase. As previously mentioned, we represent
zones as DBMs, but when monitoring concrete traces we represent the clock valuation
as a list of assignments rather than a DBM.

We say that the reach-set representation [(q1, Z1), (g2, Z2), - - -, (qx, Z1)] is reduced
w.r.t. zone-inclusion, if whenever ¢; = ¢; for i # j, then Z; € Z; and Z; £ Z;.
Example 7. Let us monitor the automata from Figure 8 over a concrete trace p =
(01,71), (02,72), ..., (0n, Tn) containing a series of a’s and b’s using the reduced state

23



space representation. Looking at just the automaton for pap, the reach-set Ta,  (p,Tn)
has one of the following three forms:

1. O if the distance between two a’s is greater than 10, or

2. {(po, {z = 0,2¢ = m}), P1,{x = 0,26 = T })} if on = a, or

3. {(po,{x =10 — Tn_1, 8¢ = T })} if o = b.

Now we will demonstrate MONITAAL monitoring ¢, over short traces. Figure 9
shows an execution of the trace (a,0), (a,4), (b,20). The trace is entered incrementally
on lines 9, 17, and 26. The outputs between the inputs are the reach-sets (as long as the
verdict is ) or a definitive verdict is given, at which point the algorithm terminates.
The “positive” and “negative” reach-sets refer to the reach-set of the TBA accepting
the language of the monitored property and its negation. The representation of the
reach-set is printed as a location with a valuation for all clocks where 0 is the “zero
clock” and global is the global clock previously referred to as z¢.

We see that the reach-sets of the two automata together contain three states after
observing (a,4) on line 17, which is the maximum size of these sets in this execu-
tion. After observing (b,20) on line 26 the property can no longer be satisfied, so the
monitoring ends with a | verdict printed as NEGATIVE.

Figure 10 is a similar example, except that the trace has uncertain timing. The
trace monitored here is (a,0), (a, [0, 10]), (a, [1,11]), (b, [30,30]). The clock values are
now handled symbolically as zones, instead of just as single valuations. A zone here is
printed as a DBM, where rows and columns refer to clocks. The first row and column
is the “zero clock” (the value of which is always zero), the second is the clock z from
the automaton, and the third is the global clock (global/z¢). An entry (<,n) on row
i and column j of a DBM is interpreted as the constraint z; —z; < n where <€ {<, <}
and n is an integer. For example, on line 29 one can see that the two first entries of
that row indicate the following constraints: ¢ — 0 < 10 and zg — x < 10.

Notice that after observing (a,[20,30]) (line 52) the negative reach-set includes
two symbolic states in n4, where the difference between them are clock constraints on
z. It is actually unnecessary to store clock constraints on x in this location, since the
value of z will at no point in the future be checked by a guard. Because of this, we
could ignore the value of this clock, so that all states in n4 become equivalent.

This is an application of the inactive clock-abstraction by Daws and Yovine [51].
By analysing the automaton, we can find the set of active clocks for each location. A
clock is active if there is a path where the clock appears in a guard before being reset.
If a clock is not active, it can be ignored. This allows us to prune some symbolic states
that, even though they have different clock constraints, will not impact the result.
Note that we can never ignore the zero or global clock, because they are actively used
in the procedure.

Following the example, it is obvious that the complexity highly depends on the
monitored property (and how concise the property automaton is constructed) as well
as the observations. For the simple response property seen in Example 1, the time
and memory usage per observation is negligible (below 100 microseconds). This is
mainly because the property automata are small, and the inactive clock-abstraction
implies an upper bound on the size of the representation of the reach-sets in those
cases. Since we are doing online monitoring, the previous observations do not take
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$ ./monitaal-bin <...>

Positive reach-set:
pl : 0 =0, x = 0, global = 0

Negative reach-set:
nl : 0 =0, x =0, global =0

Next event: @0 a

Positive reach-set:
p2 : 0 =0, x = 0, global =0

Negative reach-set:
n2 : 0 =0, x = 0, global =0

Next event: @4 a

Positive reach-set:
p2 : 0 = 0, x = 0, global = 4
p3 : 0 = 0, x = 0, global = 4

Negative reach-set:
n2 : 0 =0, x =0, global = 4

Next event: @20 b
Monitoring ended, verdict is: NEGATIVE
Monitored 3 events

Fig. 9: Example of monitoring the property ¢u, over the concrete timed trace
(a,0),(a,4), (b,20).

up space in memory. The response time between verdicts can increase more when the
representation of the reach-set becomes large. We say that the response time is the
time it takes between providing an observation to receiving a verdict.

To demonstrate monitoring properties and providing verdicts in a more realistic
scenario we will examine the gear controller model by [41].

The gear controller model is separated into several components, one of which is
the interface. The interface sends requests ReqgNewGear after which the gear controller
changes the gear and sends a response NewGear. The expected time it takes to change
gear depends on whether or not the gear is being changed to or from neutral, and
if some non-critical failures are observed in the engine. To describe this we take the
conjunction of two properties that distinguish between gear-change requests between
neutral and non-neutral gears. The request RegNewGear,,, is used when the gear
change is to or from neutral, while ReqNewGear;, is used otherwise. error; and errory
refer to observations in the engine signaling problems with matching torque and speed.
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$ ./monitaal-bin <...>

Next event: @[0,0] a

Positive reach-set:
p2

<<<<<<
<=0 <
<=0 <
<=0 <
>>>>>>

I
(o elNe)

I

/\fl\/\
o O O

Negative reach-set:
n2

<<<<<<

<=0 <=0 <=0
<=0 <=0 <=0
<=0 <=0 <=0
>>>>>>

Next event: @[O0, 10] a
Positive reach-set:
p2

<<<<<<

<=0 <=0 <=0
<=0 <=0 <=0
<=10 <=10 <=0
>>>>>>

p3

<<<<<<

<=0 <=0 <=0
<=0 <=0 <=0
<=10 <=10 <=0
>>>>>>

Negative reach-set:

né

<<<<<<
<=0 <
<=15 <
<=15 <
>>>>>>

n2

o
O O r

AN A A
]
O O -

Fig. 10: Monitoring the property ¢4, over

<<<<<<
<=0 <=0 <=0
<=0 <=0 <=0
<=10 <=10 <=0
>>>>>>

Next event: @[20, 30] a

Positive reach-set:

p2

<<<<<<

<=0 <=0 <=-20
<=0 <=0 <=-20
<=20 <=20 <=0
>>>>>>

p3

<<<<<<

<=0 <=0 <=-20
<=0 <=0 <=-20
<=20 <=20 <=0
>>>>>>

Negative reach-set:
n4
<<
<=0 <=-
<=30 <=0
<=30 <=0
>>>>>>

n4

<K<K

<=0 <-10 <=-20
<=30 <=0 <=0
<=30 <=10 <=0
>>>>>>
n2
<<
<=0
<=0
<=20
>>>>>>

I

/\/l\/\
Il
N O O

<=-20
<=-20
0 <=0

Next event: @[41, 45] b
Monitoring ended, verdict is: NEGATIVE
Monitored 4 events

the wuncertain timed

(a,0), (a,[0,15]), (a, [20, 30]), (b, [41, 45]).

Pgear-neu = GZO(RequwGearneu - (X[150,900] (NewGear))

v (X[150,900](67’7”07"1) A F[550,1055[(N€WG€0”’))
V (X[150’900] (67'7”07'2) AN F[45(]71205] (NewGear)))

©gear-k = G>0(ReqNewGeary, — (X(a00,900) (N ewGear))
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V (X(150,000] (er7071) A Fiz00,1055[(NewGear))
v (X[150,900](€7’7”07’2) A F[750,1205](N€?UG607’)))

The combined property @gear = @gear-neu A\ Pgear-k describes the timing guarantees
of the gear controller when changing gears. To monitor the property, we simulate the
behavior of the gear controller. Starting in neutral, a request is sent to change the
gear up or down. A response is observed at some time point, depending on whether
or not a non-critical error occurred.

For this demonstration we simulate a gear controller that can change gears 150
time units earlier or later than the specification allows. The simulation selects the
timing of the gear change uniformly. Other than the timing, the gear controller behaves
correctly. Furthermore, the behavior is observed with a timing uncertainty, meaning
that all timing information of observations are intervals of 100 time units. Note that
the simulation of the faulty gear controller is not guaranteed to exhibit a faulty gear
change at any point.

Fig. 11 shows a histogram reporting how many times a gear change was observed,
before an error was detected, across 1000 simulations of the faulty gear controller. As
expected, the chance of no error occurring decreases. The verdict given in all these
cases are simply L, since satisfaction of the property ¢gecqr cannot be determined by
a finite prefix. The demonstration shows that in all 1000 cases an error was detected.
The longest trace showed an error after 65 gear changes.

100 = _
8o [ [} .
. _
=] o
g 60| H |
éﬁ 40 | | :
o
20 | =
07 P e Bl | f— e = |

0 10 20 30 40 50 60

Fig. 11: Histogram of the number of gear changes observed before a fault was detected
over 1000 runs.

8.3 Performance

We run experiments of MONITAAL on the property ¢, described above, as well as the
gear controller property @geqr taken from [41]. For these experiments the properties
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@Pgear and @4y are monitored over traces of three different lengths, and are monitored
with combinations of timing uncertainty and under time divergence.

Table 1 shows the experimental results for monitoring the property ¢45. The results
are shown for two different traces of (parametric) length k:

1. pe = (a,1),(a,2),...,(a,k —1),(b,30 + k)
2. pu = (al0,10)), (a, [1,11]),...,(a, [k — 1,k +9]), (b, [k + 30, k + 30])
pe is a concrete trace while p, is an uncertain trace.

The results show us that we, in all cases, obtain a bound on the size of the reach-
set. This is very useful, since the size of the reach-set is what primarily determines
the response time. However, the maximum number of different symbolic states is
determined by the construction of the TBAs. This can be observed by looking at the
impact of monitoring under time divergence in the case of uncertain timing. When
monitoring under time divergence we use TBA-intersection, resulting in much larger
TBAs, thus increasing the maximum number of possible symbolic states.

The observed trace can also affect the size of the reach-set, because observations
can enable a different number of transitions. This can either be because of non-
determinism, or because of uncertain timing as seen in the difference between the
result of p. and p,.

‘Word length Total time Max response Max Size
Pc
25,000 43.0 &+ 0.6 ms 25.9 £ 8.1 us 3
50,000 86.0 + 0.9 ms 31.1 £ 9.0 us 3
100,000 172.3 £ 3.1 ms 33.2 £ 7.7 us 3
200,000 343.4 + 2.0 ms 38.2 £ 5.2 us 3
pe w. time divergence
25,000 105.8 £ 0.9 ms 25.2 £ 6.6 us 4
50,000 211.8 £+ 2.8 ms 30.3 £ 11.2 us 4
100,000 423.1 £ 4.0 ms 30.4 4+ 8.4 us 4
200,000 849.1 £+ 11.2 ms 33.5 £ 7.0 us 4
Pu
25,000 150.9 £+ 0.6 ms 31.3 £ 7.8 us 3
50,000 301.8 £ 1.9 ms 30.3 &+ 7.2 us 3
100,000 605.0 + 5.9 ms 33.9 £ 54 us 3
200,000 1,208.0 £+ 4.3 ms 36.3 £ 7.8 us 3
pu W. time divergence
25,000 2,959.2 + 16.9 ms 166.8 £+ 6.4 us 16
50,000 5,926.7 4+ 40.6 ms 170.6 £ 8.0 us 16
100,000 11,861.5 4+ 47.0 ms 170.8 + 5.5 us 16
200,000 23,760.1 4+ 123.8 ms 173.2 £ 8.1 us 16

Table 1: Results for monitoring .. Here, “Total time” refers
to to the overall runtime of the algorithm, “Max response” refers
to the maximal time between a new observation and the corre-
sponding verdict, and “Max Size” refers to the maximal size of
the reach-sets of both automata together. The results are the
mean values of 50 runs.
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Table 2 shows the results of monitoring the gear controller properties in scenar-
ios similar to the ¢, experiment. In this case the maximum reach-set size does not
change when monitoring a concrete trace under time divergence. This is because both
the property automata and the time divergence automaton are deterministic. Thus
under intersection, the automaton is still deterministic. Monitoring a deterministic
automaton with precise/concrete observations will always result in a singleton reach-
set. However timing uncertainty does increase the size of the reach-set, and even more
so when also combined with time divergence.

‘Word length Total time Max response Max Size
Gear Controller
1000 4.1 = 0.0 ms 14.9 £ 9.3 us 2
5000 20.4 £+ 0.5 ms 214+ 9.2 us 2
10000 40.4 £+ 0.5 ms 20.7 + 5.3 us 2
Gear Controller w. time divergence
1000 9.8 + 0.1 ms 25.3 &£ 7.6 us 2
5000 49.0 + 0.8 ms 28.8 + 6.7 us 2
10000 97.6 + 0.6 ms 30.3 + 6.6 us 2
Gear Controller w. uncertainty
1000 6.8 + 0.1 ms 18.8 £ 6.7 us 3
5000 34.0 £ 0.3 ms 22.6 + 4.7 us 3
10000 68.1 4+ 0.6 ms 22.5 + 5.7 us 3
Gear Controller w. uncertainty and time divergence
1000 41.2 + 0.4 ms 81.1 + 2.9 us 12
5000 209.5 £+ 1.9 ms 87.5 + 6.1 us 13
10000 421.4 + 4.9 ms 88.2 + 5.4 us 13

Table 2: Results for monitoring the ¢geqr over a simula-
tion of the gear controller model from [41]. Here, “Total
time” refers to to the overall runtime of the algorithm, “Max
response” refers to the maximal time between a new obser-
vation and the corresponding verdict, and “Max Size” refers
to the maximal size of the reach-sets of both automata
together. The results are the mean values of 50 runs.

8.4 Time Divergence

Running the tool on the property F>o0a from Example 2 illustrates how intersec-
tion with the time divergence automaton can give an immediate verdict. Figure 12
shows MONITAAL being run with and without time divergence (using option --div
<alphabet>). As expected, a verdict is provided instantly only when time divergence
is taken into account.
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$ ./MoniTAal-bin <...>
Positive reach-set:

ql : 0 = 0, x = 0, global = 0
Negative reach-set:

ql : 0 = 0, x = 0, global = 0

Next event: @20 a
Monitoring ended, verdict is: POSITIVE
Monitored 1 events

Monitoring ended, verdict is: POSITIVE
Monitored O events

Fig. 12: Example of monitoring property from Example 2 (F>g0a) with and without
time divergence

8.5 Logic to Automata Translation with MIGHTYPPL

The tool MIGHTYPPL [6] was recently developed to generate TBAs from MTL with
Past and Pnueli modalities (MTLPPL). The prototype implementation of MONITAAL
that we present here requires two complementary automata as input, in place of a
temporal logic formula. This is general, in that MONITAAL is capable of monitoring
both safety and liveness properties. MTLPPL can, with both future and past modal-
ities, similarly also express more than just safety properties. Note that monitoring a
liveness property will never yield the verdict L, but it is still possible to yield the T
verdict. The property “F a” is a trivial example of this.

Because MIGHTYPPL translates automata to the automata format used in MONI-
TAAL we can translate MTLPPL formulas with MiIGHTYPPL and monitor them with
MONITAAL. This allows us to benchmark properties from Timescales [7] and compare
with the monitoring tools MONPoOLY [8] and Reelay [9].

Timescales is a benchmark generator for real-time monitoring tools. It can generate
logs (timed words) for 10 safety properties. All of the properties have one upper
bounded timing parameter, and some also have a lower bound timing parameter. For
these experiments we monitor each property with 3 different sets of parameters. The
lower bounds 3, 30, and 300, and the upper bounds 10, 100, and 1000. The following
is a list of the Timescales properties with [ and v as the lower and upper bound
parameter.

AbsentAQ: G(q = Go,u—D)
AbsentBR: G(Fjg,,jr — (—p U 7))
AbsentBQR: G((qA—r A F ) = (=p Uy 7))
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AlwaysAQ: G(q — Gy P)
AlwaysBR: G(Fp (r) = (p U 1))
AlwaysBQR: G((gA—r ANF 1) = (p Uy 7))
RecurGLB: G(Fjo,u)p)
RecurBQR: G((¢ A —r AF 1) = (Fiou(pVr) Ur))
RespondGLB: G(p — Fly,y) 8)
RespondBQR: G((gA—-rAF 1) = (p— (—=r Upy(—rAs)) Ur)

For our experiments, we used Timescales to generate logs with a time horizon of
1 million and with an observation on every integer unit of time. The logs generated
by Timescales are not exactly 1 million events long for every property. but up to 500
events more in some cases. We report on the total running time of the monitor and the
peak allocated memory. For MONITA AL we also report the time it took to generate the
property automata with MIGHTYPPL. We ran each tool on a Linux (Ubuntu) system
with an AMD Opteron 6376 CPU. We recorded user time and maximum resident size
using the GNU time program®. The automata generation time was recorded internally
with the C++ Chrono library.

Although we compare MONITAAL, MONPoOLY, and Reelay here, these tools have
fundamental differences that make a direct comparison less straightforward than it
might seem. Both Reelay and MONPOLY monitor only safety properties using a finite-
word semantics. Reelay monitors dense-time past-only Metric Temporal Logic [9] and
MonNPoLy monitors MFOTL using discrete-time semantics [20]. MONITAAL with
MiIGHTYPPL monitors MTLPPL (MTL with Pnueli, past, and future modalities) and
utilizes an infinite word semantics. MIGHTYPPL also implements a slightly different
semantics for the Until operator that requires us to extend the formula used by MONI-
TAAL to a slightly larger one than that used by the other tools. As such, a direct
comparison of their execution times should be taken with a grain of salt.

Caveats aside, the results in Table 3 show that Reelay is the fastest in all cases,
while MONPOLY is the slowest in all cases. The table has a row for each property and
a column for the running time (in seconds) of each tool. For MONPoOLY and Reelay we
have no measurement of the initial construction time, but for MONITAAL we report
the time (in milliseconds) that MIGHTYPPL spent on generating the automaton for
the property and its negation in the “Automata” column. The running time shown for
MONITAAL includes both the time spent on monitoring, as well as automata genera-
tion. For example, the last row shows results for monitoring the property RespondBQR
with a lower bound of 300 and upper bound of 1000. For this property (Respond-
BQR1000), MONITAAL spent 726 milliseconds on initial automata generation and ran
for 2.87 seconds in total while MONPOLY spent 6.32 seconds and Reelay spent 0.67
seconds.

Table 4 shows the maximum allocated memory for each monitor in MB. The table
has a row for each property as well as a column for each tool showing their memory

Shttps://www.gnu.org/software /time/
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usage for each property. We see that Reelay uses the most memory in all cases, ranging
between 56 and 80 MB, while MONPOLY is consistently around 4 MB and MONITAAL
is between 4 and 22 MB. Note that this might not fully represent the memory usage
in practical applications of these tools. For example, each monitor is provided a log
of data representing a timed word. The required format of this log affects the size of
the log file, which might affect the memory usage of the monitor. Reelay’s log format
is more verbose than the MONPOLY format used by the other tools.

It is clear from empirical observation that the memory usage of MONITAAL
is closely related to the size of the generated automata. AbsentBQR, AlwaysBQR,
RespondGLB, and RespondBQR were the only properties for which it took longer
than 4 ms to generate the property automata. These are also the only properties for
which MONITAAL used more than 4 MB of memory. The reason is that the automata
for these properties were much larger than the rest.

9 Conclusion

In this work, we have studied the online monitoring problem for timed properties.
We presented an efficient online monitoring algorithm for languages of infinite timed
words. We require the language and its complement to be expressed as TBAs, a require-
ment that is, for example, satisfied for languages specified in the logic MITL. Hence
our method is applicable in many realistic scenarios. In particular, we showed how to
account for time divergence which prior work did not readily seem to support.

We also considered an extension of our method supporting timing uncertainty in
the time sequence observed by the monitor. By supporting timing uncertainty in the
observed input, we account for real-world systems where the real-valued time-points
of events can only be observed up to a given precision. This limits the soundness of
verdicts from monitors that support only concrete timed traces.

The monitoring algorithms for both concrete and uncertain traces has been imple-
mented in the tool MONITAAL. The tool facilitates intersecting TBAs (also with the
time divergence automaton), computing the non-empty language states, reading timed
words, and online monitoring. We aim to exploit the symbolic monitoring engine of
MONITAAL to replace the current rewrite-based Weighted MTL implementation [21]
of UppAaAL SMC [52], as this only supports a fragment of MITL.

Further improvements to our monitoring algorithm include improved support for
uncertainties in the input and additional analysis of timed properties. In recent work,
we introduced support for unobservable symbols in the monitor alphabet [34]. This can
be logically extended to consider arbitrary mutations to an input sequence modeled
in the form of a TA.

Supplementary information. The tool implementing the algorithms presented
here is freely available at https://github.com/DEIS-Tools/MoniTAal.
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Property Automata MoNITAAL MonNPoLy Reelay

AbsentAQ10 2+0 1.47 £ 0.01 5.32 £ 0.06 0.45 + 0.01
AbsentAQ100 2+0 1.38 £ 0.01 5.26 = 0.08 0.43 £ 0.01
AbsentAQ1000 2+0 1.38 £ 0.02 5.33 £0.06 0.45 + 0.02
AbsentBR10 2+0 1.67 £ 0.01 4.94 £ 0.06 0.54 + 0.01
AbsentBR100 2+0 1.64 £ 0.02 4.94 £0.07 0.53 £ 0.01
AbsentBR1000 2+0 1.64 £+ 0.02 4.95 £ 0.07 0.53 £ 0.01
AbsentBQR10 556 + 5 2.96 + 0.02 5.72 £ 0.07 0.45 £ 0.01
AbsentBQR100 552 £ 10 2.22 £ 0.02 5.57 £0.10 0.43 £ 0.01
AbsentBQR1000 556 £ 1 2.18 + 0.03 5.53 £ 0.08 0.43 £ 0.01
AlwaysAQ10 2+0 2.11 £ 0.05 5.65 £ 0.08 0.44 + 0.01
AlwaysAQ100 2+0 2.04 £ 0.04 5.66 = 0.07 0.42 £ 0.01
AlwaysAQ1000 2+0 2.03 £ 0.02 5.64 £ 0.07 0.42 £ 0.01
AlwaysBR10 4+£2 2.85 + 0.04 5.74 £ 0.07 0.55 £ 0.01
AlwaysBR100 3+1 2.83 £ 0.02 5.73 £0.04 0.54 + 0.01
AlwaysBR1000 3+1 2.81 + 0.02 5.82 £ 0.05 0.54 £ 0.01
AlwaysBQR10 552 £ 10 3.94 £ 0.02 6.34 £ 0.08 0.46 + 0.01
AlwaysBQR100 555 £ 1 3.80 + 0.03 6.36 = 0.09 0.41 £ 0.01
AlwaysBQR1000 555 + 4 3.68 £ 0.01 6.34 £ 0.10 0.40 + 0.02
RecurGLB10 2+0 1.27 £ 0.01 1.54 £ 0.03 0.62 + 0.01
RecurGLB100 2+0 1.11 £ 0.02 1.43 £0.02 0.56 £ 0.01
RecurGLB1000 2+0 1.09 £ 0.02 1.43 £0.02 0.55 £ 0.02
RecurBQR10 4+0 1.39 £ 0.01 5.96 £ 0.10 0.38 + 0.01
RecurBQR100 4+0 1.12 £ 0.01 5.89 £ 0.05 0.33 £ 0.01
RecurBQR1000 4+£1 1.10 £ 0.01 5.84 £ 0.08 0.32 + 0.01
RespondGLB10 559 £ 1 4.91 £ 0.01 5.47 £ 0.07 0.87 £ 0.01
RespondGLB100 555 + 10 3.24 £ 0.01 5.33 £0.11 0.79 £ 0.01
RespondGLB1000 559 £ 1 3.02 £ 0.02 5.30 £ 0.08 0.77 £ 0.01
RespondBQR10 722 £ 10 3.48 + 0.02 6.54 = 0.11 0.76 £ 0.01
RespondBQR100 725 £ 1 2.93 £ 0.02 6.38 £ 0.08 0.69 + 0.01
RespondBQR1000 726 £ 1 2.87 £+ 0.02 6.32 = 0.09 0.67 £ 0.01

Table 3: Results for running MONITAAL (utilizing MIGHTYPPL),
MonPoLy, and Reelay on properties and data from Timescales. For
each tool we report the time (in seconds) it took to monitor a word with
1 million events. For MONITAAL we also report on the time it took to
generate the property automata using MIGHTYPPL (in milliseconds).
All results are the mean values of 10 runs.

Kauffman has been supported by NSERC - Natural Sciences and Engineering Research
Council of Canada.

Declarations

The authors have no competing interests to declare that are relevant to the content
of this article.

33



Property MonNiITAAL MonNPoLy Reelay

AbsentAQ10 440 442 56 + 2
AbsentAQ100 4+0 44+ 2 56 + 2
AbsentAQ1000 440 442 56 + 0
AbsentBR10 4+1 442 56 + 2
AbsentBR100 440 442 56 + 2
AbsentBR1000 442 442 56 + 2
AbsentBQR10 12 £3 442 68 + 2
AbsentBQR100 12+ 1 442 69 + 2
AbsentBQR1000 12+1 442 69 + 0
AlwaysAQ10 4+2 442 56 + 2
AlwaysAQ100 4+ 2 442 56 + 2
AlwaysAQ1000 442 442 56 + 2
AlwaysBR10 440 5+2 56 + 2
AlwaysBR100 4+1 5+2 56 + 2
AlwaysBR1000 440 542 56 + 1
AlwaysBQR10 12+ 2 442 68 + 2
AlwaysBQR100 12 £ 2 4+ 2 68 + 2
AlwaysBQR1000 12+ 2 442 68 + 2
RecurGLB10 4+2 542 45+ 1
RecurGLB100 4+ 2 5+2 45 + 2
RecurGLB1000 4+1 5+ 2 45 + 2
RecurBQR10 4+ 2 442 68 + 1
RecurBQR100 442 4+2 69 + 2
RecurBQR1000 4+ 2 442 69 + 2
RespondGLB10 12 £ 2 4+ 2 57 + 1
RespondGLB100 12+ 2 4+2 57 £ 2
Respond GLB1000 12 + 2 4+2 57 £ 2
RespondBQR10 22 + 2 442 80 £+ 2
RespondBQR100 22+0 4+2 80 £ 2
RespondBQR1000 22 + 2 4+ 2 80 + 2

Table 4: Results for memory usage in MB from run-
ning MONITAAL (utilizing MIGHTYPPL), MoNPoOLY,
and Reelay on properties and data from Timescales. All
results are the mean values of 10 runs.
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