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Abstract. We introduce a method for the automatic learning of prob-
abilistic automata from continuous-valued logs of long-running cyber-
physical systems. Our method supports learning from sparse logs where
no ground truth exists and succeeds without the need for manual hy-
perparameter tuning. We propose improvements to the Timed IOalergia
algorithm and integrate it with a learning pipeline to tune discretization
hyperparameters through non-convex optimization of a novel metaheuris-
tic we call revision score. We demonstrate the effectiveness of our method
through experiments on real-world and simulated datasets.

Keywords: Discretization - Event Traces - Markov Chains - Passive
Learning

1 Introduction

Automata learning is a useful tool to bridge the gap between real-world systems
and formal analysis methods. By creating a representative model of a system,
analyses that cannot be directly performed on the real system can instead be
run on a learned automaton that models the system’s behavior. Automata-
like structures offer a good compromise between representing stateful systems’
behavior and the possibility of algorithmic analysis.

Learning methods for automata can be divided into active and passive tech-
niques. The former build a model by repeatedly querying the system under test,
while the latter work from past observations only. Active algorithms usually
yield more accurate models but are not suitable for learning black-box systems
that can — or should — not be manipulated from the outside. For example, a
control system for the signal lights of a rail network has observable outputs, but
one cannot query its logic by forcing it into different scenarios without either
endangering the safety of the network or taking it out of service for some time.
In such scenarios, only passive algorithms can be used.

Passive automata learning algorithms usually build upon the pattern intro-
duced in Biermann and Feldman’s pioneering work [4]: first, all observations are
combined into a prefix tree, then, tree states are repeatedly merged according
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to a similarity criterion. However, existing algorithms in this paradigm usually
have three requirements on the observation data: a) they must be discretized,
b) observations from multiple runs must be provided, and ¢) both positive and
negative examples, i.e., traces that can and cannot be produced by the system,
respectively, are needed.

We were presented with a case that met none of these constraints when an
industrial partner approached us to automatically infer the behavior of a control
system for a domestic heat pump used for heating and cooling a home. This
was motivated by the need to predict the system’s behavior to schedule, e.g.,
defrost cycles. They could provide us with a historical time series of sensor values
representing external information such as the temperature of intake water and
the outdoor temperature. However, they could not supply a working model or
a trace of the controller logic’s discrete state transitions. The heat pump was
installed in a home and restarting the heat pump to observe initial conditions
would have disrupted the occupants. As a result, they could only supply one long
time series. For the same reason, they could only provide positive examples.

Automata learning algorithms operate on discrete, symbolic sequences rather
than raw continuous signals. To bridge this gap, we identify points where the
system’s behaviour changes significantly, called events. Each event is labeled as
a system output, and the interval between two consecutive events represents
a single state. This segmentation converts an unstructured time series into a
symbolic trace that can be fed into an automata learning algorithm.

We present a novel learning approach that has none of the constraints
mentioned earlier, operating on a single, unstructured observation trace with
continuous-valued data. Our approach is based on a recurrent process: We first
discretize the unstructured data, labeling the detected discrete events as system
outputs. We then remove irrelevant events and derive a probabilistic automaton
model. Since each of these steps is governed by hyperparameters, the process is
initialized from a random configuration. We then evaluate the model’s perfor-
mance using a quality metric, which measures how well the automaton conforms
to the observed trace. This metric is maximized using a nested non-convex opti-
mization algorithm. Until convergence or for a maximum number of iterations
(whichever comes first), we loop back to the discretization step, adjusting the
hyperparameters accordingly.

Figure 1 shows the major elements of the learning pipeline we propose. In
the figure, system logs in the form of a multivariate time series are the only
inputs to the process. In the case of the heat pump data from our partner, these
logs represent sensor readings like “flow temperature” as well as system state
like “defrost” that is set to 1 when the pump is defrosting and zero otherwise.
The discretization part of the learning transforms these logs into event traces
of system outputs that we use for probabilistic automata learning. The learned
automata are then evaluated using a novel metric called revision score. While
the revision score is below a chosen threshold, we repeat the learning starting
from the discretization step but choosing new hyperparameters, using Particle
Swarm Optimization (PSO) to optimize for the revision score.
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Fig. 1. Structure of the optimization pipeline.

Our contributions are several-fold. First, we introduce a learning pipeline that
operates on an unlabeled, multivariate time series without manual hyperparameter
tuning. The components of the pipeline are largely existing algorithms, but the
novelty is in how they are combined to form a method for generalized automata
learning. Our second contribution is the automata learning algorithm. While the
Timed IOALERGIA algorithm [19] can infer automata from discretized data, it
requires a large number of traces that have a substantial amount of overlap to yield
good results. We introduce several configurable relaxations to the algorithm’s state
merge heuristics that enable it to operate on the sparse input traces typical for
our use case. Finally, our third contribution is the revision score metaheuristic for
evaluating our learned automata. Evaluation without a ground truth automaton
is extremely tricky, and we make the case here that our metric does a good job
of capturing the correctness of the learned model.

We evaluate our approach on two datasets: the heat pump logs from our
industrial partner and logs from a simulated buck-boost converter, a well-known
benchmark from prior work. Our evaluation shows that our method is able to
effectively learn probabilistic models from long duration traces of continuous
behaviors without manual intervention or ground truths.

Related Work. Several approaches for discretizing multivariate time series
have been proposed in the literature. For example, [21] introduces an event
classification approach for power grid control centers, assuming that the number
of event types is known in advance. Similarly, [28] proposes a wavelet-based
method for event detection and classification under the assumption of a fixed
number of event types.

For a broad overview on automata learning techniques, we refer to the surveys
by de la Higuera [12]|, Howar and Steffen [14], and Wang et al. [30]. An overview
of Markov chain comparison techniques using ground truths is given by Garcia
et al. [11].
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For the requirements listed above, methods exist that do not demand one of
the constraints. E.g., POSEHAD [26] can learn models from continuous data,
Dierl et al. [9] demonstrate an approach to single-trace mining based on predefined
segmentation rules, MDL-based learning [1] does not require negative-labeled
data, and Markov chain learners such as ALERGIA [5] do not require a shared
initial state.

Structure. The remainder of this paper is organized as follows. After prelimi-
naries in Section 2, we begin by describing the discretization process in Section 3.
We then explain the automaton inference process in Section 4. Section 5 describes
the revision score metaheuristic that we use for evaluating automata and Sec-
tion 6 explains the hyperparameter optimization we use. Section 7 describes our
evaluation and Section 8 concludes the paper.

2 Preliminaries

We denote the set of all natural numbers including zero N and the set of all real
numbers R. We assume a set of timestamps T C R with a zero value 0. We write
(x129 -+ x,) to denote a sequence of n values where x; denotes the i-th element
of the sequence.

A multivariate time series with d dimensions is a finite sequence of vectors of
the form x = (z123 - - x,) where z; = (vivv}---v}) and each element v} € R.
Each dimension j of x, written x7, can be viewed as a univariate time series and
a multivariate time series consists of d univariate time series of length n.

To apply automata learning methods to multivariate time series, we first
need to discretize them, i.e., convert from real-valued data to outputs (sometimes
called actions, or letters) from a finite set. Given a set of outputs (2, a timed
event is a pair (w,t) consisting of a discrete output w € 2, and a time t € T. A
sequence of timed events such that all times are strictly ascending is an (event)
trace. We refer to the set of all traces on the finite set of outputs §2 as 7.

Our target model is based on the deterministic labeled continuous-time Markov
chains proposed as target models for Timed IOALERGIA [19]. Since our model
is based on passive learning from observations, it additionally records empirical
observations and derived transition probabilities and exit times from these
observations. We exploit this in our evaluation metric (see Section 5).

Definition 1 (Continuous-Time Markov Chain). Given an output alpha-
bet 2, a Continuous-Time Markov chain (CTMC) is a tuple (Q,qo, A\, 9, f,T),
comprising

— a set of states @,

an initial state g € @Q,

— an output function A : Q — (2,

— @ transition function ¢ : Q — 2,

a transition frequency function f: @Q x @ — N, and
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— an exit times function T : Q — T*,
such that the following properties hold:

— for everyw € 2, 6(q) N{q € Q| A(¢') = w} contains one or zero elements
(i.e., & is deterministic w.r.t. the next output),

— f(¢,4) =0 <= ¢ ¢ d(q) (i.e., missing transitions have frequency zero),
and

= Y geo fla.d) = |T(q)| (i-e., the number of observed exit times matches
observed transitions).

We additionally define
— the deterministic transition function §' : Q x 2 — QU {L} by

q" if6(g) N{q € QI Md¢') = o} = {d"}

1L otherwise,

8 (q,0) — {

the global frequency function F : Q — N by

Flg) = Y fla.:d),

q'eQ
— the transition probability function p: Q x Q@ — RN [0,1] by

fla,q)
Flg) "

the average exit time function t: QQ — T by

p(q,q") —

Ho) s {average<T<q>> if T(q) # 0

0 otherwise.

Transition semantics for traces are difficult to define, since the timing behavior
is continuous. The probability of observing any particular trace is equal to zero;
only probability density functions for traces can be defined. We will revisit the
issue in Section 5. We can, however, define expected hitting times to generate
answers to our motivating question:

Definition 2 (Expected Hitting Time). Given o« CTMC (Q,qo, A\, 9, f,T)
and a set of target states Q C Q, the expected hitting time h9 : Q — TU {0}
is defined by the solution to the following system of equations:

ha) = {0 dacd

YgeqP(a,q) - (tq) + he (¢") otherwise.

For each state q that has a path to a target state, hQ(q) # 0.
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Fig. 2. Examples of system variable types from the heat-pump dataset.

3 Discretizing Continuous Data

Sequences generated by systems of our interest are usually records of certain
quantities or parameters during their execution. For instance, the output sequence
of a cyber-physical system consists of sensor values sampling multiple physical
quantities and logs of memory values indicating system status. Although sampling
applies a form of discretization, quantities can be either discrete or continuous in
nature. Figure 2 shows examples of discrete and continuous properties, which
we refer to as system wvariables or simply wvariables throughout this paper, as
observed in our heat pump evaluation dataset. The flow temperature sensor
captures continuous data, whereas the position of the two-way valve has only
two possible states and is therefore considered a discrete system variable.

The original output sequences of such systems typically contain redundant
data due to their high sampling frequency, meaning that some recorded values
may not be useful as events for our CTMC learning algorithm. Therefore, we
need to identify and keep only the data points that signify considerable changes
in the measured quantities. Identifying events in discrete-valued system variables
is straightforward; we simply keep the data points where a change occurs. In
this section, we propose a method for discretizing continuous-valued data and
obtaining an event trace from raw sampled data. The discretization process
involves three major steps: a) identifying events, b) categorizing those events into
event types, and c) selecting a set of events relevant to our learning problem.

3.1 Event Detection

The system under learning generates a multivariate time series where each
dimension represents some continuous- or discrete-valued variable. We separately
process each univariate time series to extract an event trace for the corresponding
variable. For a univariate time series (i.e., a single-dimensional projection of the
input) x’ containing discrete values such as the valve position example, this
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translation is straightforward. We simply assign an output w € {2 to each discrete
value in x?/ and add an event with that value at the first timestamp at which it is
seen in x7. For example, if m : R — (2 is a function that maps time series values to
(2, given a univariate time series x/ sampled at 10 Hz, the first elements resulting
from conversion to an event series would be ((m(x1),0)(m(z],), (i —1)/10),...)
where 7, = 2 V1 < i’ <4 and 27, # 2J. For variables with sampled continuous
values, however, we must reduce the number of distinct outputs to only those
that represent a more drastic state change. To this end, we employ Change Point
Detection (CPD).

Change Point Detection Method. Change point detection aims to discover
points in time where a significant shift occurs in the behavior or structure of the
observed data. A comprehensive review of a wide range of CPD techniques is
proposed in [2], and a review of offline CPD methods is presented in [27]. The
choice of a suitable CPD method depends on the application requirements and
constraints [27]. Since our objective is to learn a model from historical system
logs, we adopt an offline CPD approach, meaning all data must be available in
advance. To improve computational efficiency while achieving close-to-optimal
solutions, we incorporate batching, resulting in a semi-online method. Moreover,
to minimize the need for prior knowledge about the data, the chosen method
should be non-parametric; that is, it should not rely on assumptions about the
underlying distribution from which the data is drawn. Given these requirements,
we employ the Pruned Exact Linear Time (PELT) algorithm [16], a dynamic
programming technique that efficiently finds the optimal segmentation of a signal
when the number of change points is unknown.

To measure similarity within segments, PELT uses a cost function that
specifies the type of change to be detected in the signal. Different cost functions
allow the detection of changes in statistics such as the mean, variance, median,
or the overall distribution [6,27]. In our implementation of the CPD method, we
support several commonly used cost functions to remain general and minimize
prior assumptions about the data, enabling the modeling of a wide range of
systems. The PELT parameters related to event detection labeled ED are listed
in Table 1 along with their corresponding domains.

3.2 Event Classification

Although detected change points correspond to events, CPD methods do not
reveal whether these events are connected or belong to the same category. For
example, if 100 change points are identified within a system sequence, it is unlikely
(depending on the context and the length of the sequence) that there are 100
distinct events. Rather, the data likely contains recurring patterns, or some events
may represent repeated instances of the same event type. Thus, we must classify
events into distinct types based on a defined similarity measure. Each distinct
type of event is then labeled with the same output; the output alphabet is the
set of equivalence classes induced by the measure.
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To classify events in this work, we use the k-Means clustering algorithm [18]
to group the events where the similarity measure is the Euclidean distance. This
algorithm is employed due to simplicity and reasonable performance, but can be
replaced with other unsupervised learning methods of choice. For each system
variable, we apply the clustering algorithm over a range of values for the number
of clusters k and choose the optimum k based on the highest silhouette score [25]
achieved. The obtained % then indicates the number of event types for that
system variable, and the event trace can be generated by clustering the change
points using the obtained clustering model.

3.3 Event Selection

After discretization and event classification, we have a single trace of discrete,
timed events for each system variable (i.e., dimension in the multivariate series).
Ideally, every such trace could be split into multiple non-overlapping, adjacent
parts of the trace which we will refer to as sub-traces. Rach resulting sub-trace
should start at a suspected reset point, i.e., begin in the automaton’s initial state.
We approximate this by splitting the trace based on timing by, e.g., splitting at
midnight, and designate each sub-trace’s first event as a key point.

To use the variable-specific traces in learning, however, we need to merge them
and filter out irrelevant or redundant events such as system-specific diagnostic
information or readings from multiple similar sensors, respectively. Filtering is
necessary since retaining all events may obscure cause-effect relationships in the
data. For example, if event b immediately follows event a with a delay of one
second, a learning algorithm can easily discover their relationship. If, however,
they are separated by an arbitrary number of keep-alive messages occurring in
between, this task is far more challenging.

We therefore select a subset of dimensions D C {1,...,d} for which we merge
the corresponding discretized traces. Additionally, we designate a key dimension
d € D which we use as the canonical source of key points. We begin by combining
all traces created from dimensions in D and retain the chronological order of
events, resulting in a single, large event trace. Next, we divide the trace at the key
points identified for d into sub-traces and discard all events without a preceding
key point. E.g., if k key points were identified in the univariate series x¢, we
obtain k event traces in 7*°. An overview of the parameters is shown in Table 1
marked ES.

After this step, we have condensed the input data into a set of discrete event
traces. Each of these traces contains the discretized events from all selected
variables. The traces themselves are sub-traces of the entire input, split using
the key event.

4 Automaton Inference

Having transformed our unstructured input into a set of traces, we can now use
these to derive an automaton modeling the system under learning’s discrete be-
havior. Note that the system’s full model therefore requires both the discretization
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Input: merge target ¢, € (Q and merge source ¢, € Q)
Input: similarity bounds e; € [0,1] and &, € [0, 1]
Input: similarity decays ¢; € [0, 1] and {, € [0, 1]
Input: remaining test depth k € NU {oo}
Output: if g, should be merged into g,

1 Function CANMERGE(qyr, @b, €t,€p, Ct, Cp, k) is

foreach w € 2 do
if HOEFFDINGSCORE(f(qr,w), F(qr), f(qv,w), F(q)) < 2¢;, then
L return false /* transition probabilities dissimilar */

2 if A(gr) # A(gp) then

3 L return false /* outputs incompatible */
4 if £ > 0 then

5 if F'Score(t(qr),[T(qr)],t(av),|T(gs)]) < &+ then

6 L return false /* timings dissimilar */
7

8

9

10 foreach w € 2 with q,. = §(q,w) # L and q;, = 6(q,w) # L do

11 if CANMERGE(q;., @y, Cp - €p, Ct - €1, max(k — 1,0)) is false then
12 L return false /* recursive test failed */
13 return true /* states are sufficiently similar */

Alg. 1. Relaxed merge test function for timed IOALERGIA.

rule and the automaton model and the automaton is not capable of generating
multivariate time series, but only event traces. We build our learning algorithm on
the established Timed IOALERGIA passive learning algorithm [19]. This algorithm
infers CTMCs from positive examples using the approach pioneered by k-Tails [4]:
first, all examples are aggregated into a prefix tree acceptor (i.e., each output
corresponds to a state), then, sufficiently similar states are iteratively merged.
The algorithm uses the Blue Fringe method [17] to select merge candidates.

Sufficient similarity of states is established based on a recursive, fourfold test
with two parameters, ¢; and ¢, € [0, 1], the similarity thresholds for exit times
and transition probabilities, respectively. A state can be merged into a second
state if a) their outputs are identical, b) the F-test [7] score for the observed
exit times is below &, ¢) for each successor output, the Hoeffding test [13] score
for the observed transition probabilities is below 2¢;*, and d) for any input that
has a matching successor in both states, the similarity test also holds for the
successors. The subsequent merge operation will recursively merge the successors.
Both tests take into account not only the observed averages, but also the number
of observations, with more observations requiring “more similar” averages for the
tests to succeed. The required threshold defines the tests’ strictness, with higher
values only accepting “more similar” observations. For € = 1, we define the checks
to always fail; for € = 0, we define automatic success.

4 The test is customarily defined with thresholds in [0,2]. We halve the value for
simplicity.
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However, our intended use case violates two assumptions informing IOA-
LERGIA’s design. First, the algorithm is intended to operate on independent
and identically distributed inputs. We cannot guarantee this property for our
split input traces. First, incorrect splits may introduce dependencies between
the traces and second, some behavioral changes (e.g., a summer vacation by
the users) may not be reflected in the trace variables, resulting in mismatched
distributions. We attempt to mitigate this by varying IOALERGIA’s parameters to
find a configuration yielding satisfactory results, but cannot guarantee that the
algorithm’s performance does not degrade and must accept “best effort” results.

To ensure stochastic soundness, the observations used for [OALERGIA’s stochas-
tic tests are not subject to the merge procedure in the algorithm definition by
Mao et al. [19]; instead, the original information in the prefix tree acceptor is used.
As a result, when a state is merged, its observations are effectively discarded
for the purpose of the merge eligibility check. On sparse prefix trees, like those
generated in our use case, the tests therefore become irrelevant, since they require
a minimum number of observations to falsify state equivalences. Here, we are
forced to violate IOALERGIA’s second assumption. As a possible remedy, Mao et
al. suggest that the tests can be performed on merged observations as well. This,
too, breaks assumptions necessary for their proofs of IOALERGIA’s convergence
behavior. We therefore define a classic mode that retains the stochastically sound
behavior and a merged mode that uses merged observations in its tests.

In our case, an additional challenge is imposed by the length of the output
traces. A merge test may well fail due to similarity checks thousands of states deep.
To address this issue, we build upon the relared IOALERGIA variant proposed
by Demessance et al. [8], which only performs the F- and Hoeffding tests on the
initial states of a merge. We extend this idea by introducing two extensions. First,
we define a k-bounded mode in which we stop performing the stochastic tests in
recursion depth k € NU {oo}. Second, we allow for a more gradual relaxation
of tests in deep merges by requiring weaker evidence at higher recursion depth.
Mathematically, we model this using exponential decay by introducing decay
parameters (; and ¢, € [0,1]. In each recursion step, &; (&) is multiplied by ¢;
(¢p). The original algorithm then corresponds to k = oo and ¢{; = ¢, = 1, while
the relaxed version has k = 1.

An overview of our extended merge test function is shown in Alg. 1. Lines 2
and 3 define the output compatibility check, line 4 disables statistical tests above
the k£ bound, lines 5 and 6 perform the F-test, lines 7, 8, and 9 run the Hoeffding
test on every output, and lines 10, 11, and 12 recurse into successors present on
both states, reducing the £ bound and weakening the test thresholds according
to the decay parameters. Only if all tests succeed, we accept the merge in line 13.

A summary of all parameters is shown in Table 1, marked AL. Since all of
these parameters must be finely tuned to the input at hand, no general defaults
exist. This is exacerbated by the fact that suitable values likely also depend on
the output of the previous steps and, therefore, the change point detection and
event selection parameters. It is therefore desirable to optimize these values at
runtime using the metaheuristic approach described in Section 6. Optimizing
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Input: CTMC A = (Q, qo, \, 6, f,T)
Input: start state qO

Input: event traces so,...,s; € T
Output: similarity measure € [0, 1]
1 Function REVISIONSCORE(A, so, ..., s;) is
2 f(g,q") « 0 with global frequencies F' /* observed frequencies */
3 T(q) + 0 with averages { /* observed timings */
4 foreach s € sg,...,s; do
5 g+ ¢°
6 foreach (w,t) € s do
7 add t to T(q)
8 q + 8 (q,w)
9 if ¢ = L then
10 L return 0 /* series mismatch */
11 increment f(gq,q')
12 g+ ¢
13 st < average,c o FSCORE(t(q), |T(q)|,(q), |T(q)])
14 s§ < average,cq e HOEFFDINGSCORE(f(q,w), F(q), Flq,w), F(q))
15 return average(s, sy)

Alg. 2. Revision score computation function.

only the parameters of the discretization step nonetheless seems to overcome
the lack of automata-learning tuning. We suspect this is due to the interaction
between them: it is possible to choose discretization parameters that work for
the chosen automata learning parameters.

5 Automaton Validation

To evaluate the quality of a learned CTMC against
a validation set of event traces, we require an evalu-
ation metric. Most comparison measures for CTMCs
described in the literature, however, are designed to 13
analyze automata evolution scenarios and thus require —

“ground truth” automata for both sides of the compar- 2/3
ison. These are not applicable in our scenario. Other
typical approaches for discrete-timed Markov chains
measure the likelihood of generating the validation trace,
with a high value indicating a good learning result. How-
ever, this approach has two shortcomings.

First, in a continuous-timed chain, the likelihood
of any given trace is zero, since exit times are defined
over a continuous domain. This can, in theory, be addressed by substituting
Perkins’ measure [23] that approximates how “late” an observed timing is with

—_

[t

Fig. 3. Simple probabilis-
tic automaton.
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respect to the average. Second, the likelihood of traces may not be a suitable
measure for learning performance at all, even in discrete settings. Consider, e.g.,
the automaton sketched in Fig. 3 and the trace (o,p,0,q,0,q). Although this
trace exactly reproduces the probabilities in the automaton, it will only have
probability 4/27. The trace (o, g, 0, q, 0, q), which should cast serious doubt on the
correctness of the probabilities, however, has probability 8/27.

We address this issue by introducing the novel revision score metric. In essence,
we “replay” the validation traces in the learned automaton and collect the observed
timed and transition frequencies. This enables us to apply the Hoeffding and
F-tests also used in the timed IOALERGIA algorithm to compare the observations
backing the learned automaton with those gathered from validation traces. Since
these tests yield quantifiable measures of similarity, we can average them to
obtain a single numeric result between zero and one. In the above example,
assuming two observations on the ¢- and one on the p-transitions, the first trace
would yield a score of 1, while the second would yield ~ 0.46.

Replaying a series can either be done from the initial location or by trying
each state in the automaton as a starting state and using the best-scoring one,
similar to Viterbi’s algorithm [29]. Since the automaton is deterministic w.r.t.
outputs, each starting state yields one or zero possible sequences of states and
transitions. If no sequence exists, we assign a final score of zero. To handle more
than one validation series, we can either average the per-trace scores or replay
every trace® and compute a single score for all collected observations.

The algorithm is shown in Alg. 2. Lines 5, 8, and 12 defines the matching of
a trace to a sequence of states. Line 10 handles mismatches, while lines 7 and 11
aggregate observations. The score averaging is done in lines 13, 14, and 15. The
double averaging is necessary since the number of Hoeffding tests exceeds that of
F-tests. For a per-trace computation, this function would be called for each trace
(with averaged results). Here, we can also try every starting state and select the
best resulting score. For a global analysis, the function is called only once, using
all traces as inputs.

6 Hyperparameter Optimization

When prior knowledge about the input execution traces is available, hyperparame-
ter values can be manually selected to yield an accurate automaton. Lacking such
knowledge (e.g., in our motivating example), we have to select hyperparameters
without guidance, significantly degrading the accuracy of the learned automaton.
To remedy this, we employ a stochastic optimization algorithm to automatically
search for the optimal hyperparameter values that maximize the revision score
of the resulting automaton.

The CPD method used in the discretization step requires three parameters
to be specified: the minimum distance between change points, the choice of cost
function for the PELT algorithm, and a penalty term for fine-tuning PELT. The

5 In this case, we only consider starting in the initial state to avoid combinatory
explosion.
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Table 1. Parameters for all steps in the learning pipeline.

Param. Dom. Description

ED 1 N minimum distance between change points

ED B RT penalty value in PELT algorithm

ED C {11,12,n,¢,r}  cost function in PELT algorithm (l1, I2, normal, cosine, or rbf)
ES D o{Ld} dimensions to retain

ES d D key dimension for changepoints

AL €t [0,1] similarity threshold for exit times

AL €p [0,1] similarity threshold for transition probabilities

AL m {c, m} observation data for the tests (classic or merged)
AL (e [0,1] similarity threshold decay for exit times

AL Cp [0,1] similarity threshold decay for transition probabilities
AL k NU {co} stochastic test depth bound

ED: Event Detection ES: Event Selection AL: Automata Learning

cost function is selected from a predefined set of options, while the minimum
segment length and the penalty term correspond to integer-valued and real-valued
parameters, respectively. In addition, the event selection step requires determining
the subset of variables used for merging. In the absence of prior knowledge of the
data, it is not possible to identify the relevant system variables in advance. Finally,
the learning algorithm requires several configuration parameters, as described
in Section 4. A complete list of all hyperparameters and their corresponding
domains is provided in Table 1. All of these parameters are jointly optimized
during the optimization process.

We employ Particle Swarm Optimization (PSO) [15] to search for the global
optimum of these hyperparameters within the proposed pipeline. The high-level
structure of this pipeline is shown in Fig. 1, which also illustrates how the
metaheuristic is applied. PSO maintains a swarm of particles, where each particle
represents a candidate solution in the search space. Particles move through this
space according to two update equations called flight equations [15] that adjust
their positions and velocities based on their personal best solution and the swarm’s
global best. We selected this metaheuristic because it is well suited to non-convex
optimization problems and is relatively simple to implement. The PSO algorithm
is well established in the literature [8,31], and a detailed theoretical discussion is
beyond the scope of this paper. We therefore focus on the practical considerations
most relevant to achieving strong performance in our setting.

The optimization problem involves heterogeneous hyperparameters, including
continuous, discrete, set-based, and binary parameters (e.g., ;, § , d, and D,
respectively, in Table 1). To handle this heterogeneity, we employ different PSO
variants tailored to each parameter type [24,33]. Since the hyperparameters
naturally separate according to pipeline stages, we adopt a nested PSO structure
in which a level-1 swarm optimizes event detection parameters, and a level-2
swarm optimizes event selection and learning parameters during the evaluation of
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Input: Multivariate Time Series p

Input: Swarm sizes N1 and N2, and number of iterations ¢7"** and i5'**

Input: Event detection hyperparameters X,

Input: Event selection and learner hyperparameters Xs

Input: Objective function: combination of discretization, learning, and revision
score calculation

Output: Best parameter vectors X and X5 that maximize the revision score

Output: Optimal revision score Y™

1 Initialize swarm S; = {ka)}k]\rzl1 and level-1 velocities

2 Initialize personal best positions px(lk) — Xl(k> and global best position
gzr1 < mean(St)

3 Initialize personal best fitness pyik) < oo and global best fitness gyi <+ co

4 for i+ 1 to i7"** do

5 Update flight equations for S;
6 foreach level-1 particle Xl(k) € S, do
7 Perform event detection and classification on p with X{k)
8 Initialize swarm Ss = {Xék)}kle and level-2 velocities
9 Initialize pxgk) — Xz(k) and gza < mean(S2)
10 Initialize pyék) < 0o and gyz < o©
11 for j «+ 1 to i3'™* do
12 Update flight equations for S5
13 foreach level-2 particle Xém € S2 do
14 Perform event selection and learning with Xz(k)
15 Evaluate revision score induced by (X fk)7 Xék))
16 Update level-2 personal and global bests
17 B (Optional) Check for early convergence based on gy
18 | pyt < gys
19 Update gz1 and gy1
20 | (Optional) Check for early convergence based on gy:

21 return (X7, X5, Y"), X{ + gz1, X5 + gz2

Alg. 3. Nested Particle Swarm Optimization. All parameters with subscripts 1 and 2
refer to the level-1 (outer search) and level-2 (inner search) parameters, respectively.

each level-1 particle. This structure reflects the hierarchical dependency between
pipeline stages, as event detection decisions constrain subsequent event selection
and learning configurations. An overview of the nested optimization approach
is provided in Alg. 3; details of the underlying PSO algorithm are omitted for
brevity.

7 Evaluation

In this section, we will first establish the correlation between our revision score
and established similarity metrics for Markov chains and traces. Next, we will
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Fig. 4. subCSL vs. revision scores on pairs of randomly-generated automata.

evaluate our proposed learning pipeline using revision scores and show that it
can successfully learn highly-scoring CTMCs from limited data.

Event detection and classification were implemented in Python using the
scikit-learn [22] and ruptures [27] libraries. The trace merger, learner, and the
revision score computation are implemented in Kotlin based on the LearnLib
framework [10]. The complete pipeline, including all components and the op-
timization process, was implemented in Python and executed in a distributed
manner on an HPC cluster to exploit the parallel nature of the PSO algorithm.

7.1 Revision Score

First, we need to establish that the revision score is a suitable metric to measure
the correspondence between observed traces and CTMCs. To this end, we compare
revision scores to the metric used by Mao et al. to measure the convergence of
Timed IOALERGIA. They measure the satisfaction of subCSL formulas (a linear
fragment of continuous stochastic logic [3]) by generating traces from a given
automaton and computing the share of traces on which the subCSL property
holds. We therefore assume that two automata are similar if, for a given subCSL
formula, the share of traces satisfying the formula is similar for both automata.

Working from this assumption, we define the subCSL score of two sets of
traces S and S’ and a set of subCSL formulas & as

[s€S|sk el |S’€5’|8’|=s0H
5] ’ 15|

Sg = averageweq;

We will show that the revision score of a set of traces S and a continuous-timed
Markov chain A is proportional to the subCSL score of S and a second set
generated from A.

We conducted two evaluation campaigns. In each, we randomly generated
5 CTMCs with output alphabets of size 3 and 6, respectively. For the smaller
alphabets, we generated between 4 and 8 states per automaton, for the larger,
8 to 16. For each automaton, we generated 100 traces of length 500. Next, we
randomly created 100 subCSL formulas for the respective alphabet. For each
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pair of automata, we can then compare the subCSL score of their traces and the
revision score of the first automaton’s trace and the second automaton.

The results for both averaged per-trace scores as well as global scores are
shown in Fig. 4. For per-trace scores, no difference between best and initial
starting states was observed; the figure shows the results of using the initial
state. While the subCSL scores never drop below 0.85 and are even higher for
larger alphabets, the revision scores are distributed over a larger range. Note
that self-comparisons are included; these have subCSL scores of one. In general,
an acceptable correlation between subCSL results and revision scores can be
observed. Per-trace scoring seems to be superior to global scoring, which tends
to result in relatively low scores for imperfect matches.

7.2 Learning Pipeline

To evaluate the overall method, we conducted several experiments using the
implemented pipeline on two datasets. The first dataset consists of experiments
on a buck-boost converter, which has been used as a benchmark in the automata
learning literature [20,32]. The second dataset is the domestic heat pump dataset,
which was the motivating example for our proposed learning pipeline.

A buck-boost converter is a DC-DC power conversion circuit that produces an
output voltage that is either higher or lower than the input voltage. Its behavior
is governed by switching between two operating modes, while the output voltage
is regulated to track a given reference voltage within a specified tolerance. The
buck-boost dataset includes measurements of the inductor current plant il and
the capacitor voltage plant_wvec, which are the continuous system variables, as
well as the active operating mode ctrl mode, which represents the discrete part
of the system’s behavior. Fig. 5 illustrates the recorded system variables from
a buck-boost converter experiment. The evaluation dataset comprises multiple
experiments, each stored in a separate file and corresponding to a distinct trace.
These experiments are conducted with different, but closely spaced, reference
voltages, and the boundaries between files serve as system reset points.

The second evaluation dataset comprises heat pump system logs spanning
four months (December 2023-March 2024) with approximately 100 variables.
Without prior knowledge of the system’s internal dynamics, variable relationships,
or even identification of some variables by name, we performed visual inspection
to categorize variables as discrete or continuous (see Fig. 2). For this analysis,
we selected 10 continuous variables from the initial set of 100 variables for one
heat pump experiment. For the remaining heat pump experiments, we used the
same 10 continuous variables together with 8 discrete variables as inputs to the
learning pipeline.

Table 2 summarizes the experimental results for different pipeline configu-
rations on the buck-boost and heat pump datasets. The reported number of
samples corresponds to the total multivariate time-series data points, split into
training and test sets using a 70-30 ratio for the buck-boost dataset and an 80-20
ratio for the heat pump dataset. Although the pipeline is optimized with respect
to the test revision score, results for both training and test sets are reported. For
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Fig. 5. Recorded system variables for a buck-boost converter experiments.

each dataset, we vary the key dimension d, scoring type, and the use of variable
subset optimization (through the selection of D). The number of traces after
event merging is also reported.

Overall, the results indicate strong performance across most configurations.
Tests 1 and 2 yield identical results despite different scoring types, while Test
3 achieves a revision score of 1.0 on both training and test sets for the global
scoring type, outperforming earlier tests. In Test 4, variable subset optimization
is disabled to include all three variables; this results in a lower test revision score,
suggesting that including all variables is not optimal for maximizing the revision
score in this dataset.

When using global scoring, we consistently obtain perfect training scores of
1.0. On the buck-boost data, this is replicated in the test scores; on the heat
pump, it is not. Since the final scores are obtained using the same scoring method
and are therefore not comparable with single-mode scores, we can not state
with confidence if this indicates that global scoring is better at guiding the
optimization process or not.

Tests 5-8 present results for the heat pump dataset. Test 5 considers only
continuous variables, with the key dimension set to flow temp. Tests 6-8 focus
on modeling defrost behavior under different scoring types, where single best
performs best on the test set, followed by global and then single initial.

Finally, it is important to note that in Tests 1, 2, and 6, the training revision
score is slightly lower than the test revision score, indicating mild underfitting.
This may be due to the test data capturing only a subset of the system behavior
and thus being less representative of the full dynamics present in the training set.

7.3 Threats to Validity

Revision Score. Considering the internal validity of the revision score eval-
uation, we observed a similar correspondence between subCSL and revision
scores to the one described above when using different parameterizations of



18 S. Dierl et al.

Table 2. Experimental results showing revision scores obtained with different configu-
rations of buck-boost and heat pump datasets.

Num. of
Test Num. of Processed Num. of Traces Revision Scoring
Idx. Dataset | Variables Samples after Merging Score Type Key Dim.
Train Test Train Test

1 Buck-boost 3 186,727 7 3 0.5714 0.6667 single best ctrl mode
2 Buck-boost 3 186,727 7 3 0.5714 0.6667 single init. ctrl_mode
3 Buck-boost 3 186,727 7 3 1.0 1.0 global ctrl_mode
4 Buck-boost 3 186,727 7 3 0.5714 0.4781 single best ctrl_mode
5 Heat Pump 10 332,412 4 1 0.8501 0.7983 single best flow temp
6 Heat Pump 18 332,412 22 11 0.7936 0.8324 single best defrost
7 Heat Pump 18 332,412 22 11 0.7202 0.5987 single init. defrost
8 Heat Pump 18 332,412 22 11 1.0 0.7717 global defrost

Inner Search Configurations: Variable selection is optimized for all tests except for Test 4.

the random generations. However, our setup never yielded low subCSL scores,
showing a possible limitation of the setup. In general, we are confident in the
experiment’s internal validity. Externally, however, our experiment focuses on
accidental similarities of random automata (i.e., two synthetic automata happen
to behave similarly). However, in the intended use case, we repeatedly compare
automata learned from traces similar to those used for validation. This setting is
fundamentally different, since we compare non-random automata to traces with
non-accidental similarities. Here, the score correlation may be weaker than that
in our experimental setup, posing a threat to external validity.

Learning Pipeline. In the second experiment, the results are again consistent
for multiple configurations and random seeds. Based on the first evaluation step,
we assumed that the revision score is a meaningful measure of automaton quality
and can therefore be used as the optimization metric. Consequently, optimizing
for the revision score makes the validity of the results contingent on the validity of
the first evaluation step. Additionally, the revision score does not fully reflect the
automaton’s usability as a model of the heat pump, but it rewards models that
are not violated by the test data. This may result in generic models with weak
predictions, a phenomenon we also observed in some runs. We will discuss possible
remedies as future work (cf. Section 8). Both phenomena threaten the results’
internal validity. Similar to the revision score experiments, external validity is
also limited by our benchmark set. To the best of our knowledge, one promising
source of benchmarks for evaluating the full pipeline is the field of process mining,
which we plan to explore in future work. While we were able to use realistic
models in the evaluation, the use of two models is insufficient to generalize from
the results with confidence.
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8 Conclusion

In this work, we introduced a novel method to automatically learn probabilistic
automata from cyber-physical system logs. Our method applies PSO in a multi-
stage process to optimize for revision score, a new metaheuristic for evaluating
probabilistic automata without a ground truth. We introduced improvements to
the Timed IOALERGIA algorithm that enable learning on sparse traces, and we
showed how to obtain events from multivariate time series such as those produced
by many real-world systems. Our work is supported by an evaluation over logs
from a real domestic heat pump and a simulation of a buck-boost converter.

Future Work. Several aspects of the pipeline can be improved, including the
discretization step and the optimization process. One possible extension is to
incorporate anomaly detection before discretization, as outliers can negatively
affect event classification. Additionally, the clustering algorithm we used for
event classification relies solely on change-point magnitudes. While this works
for certain continuous dynamics, it is not sufficiently general and fails to capture
meaningful events in some time series patterns. Including additional features,
such as change direction, rate of change, confidence levels, and pre- and post-
change statistics, would make the method applicable to a broader range of system
dynamics.

Considering the optimization process, two research directions could lead
to further improvements. Although our implementation of PSO includes early
convergence checks, coefficient tuning, and a nested structure, it still relies on the
standard algorithm. Exploring more advanced PSO variants could further improve
robustness and reduce the risk of convergence to local optima. In addition to that,
the use of more complex goal functions could be investigated. While our proposed
revision score can be used to measure compliance between automata and traces,
it tends to reward very generic models. By adding additional optimization criteria
to reward complex models (e.g., a high number of included variables or many
automaton states), this effect may be counteracted and the optimization would
hopefully yield complex, but accurate models with better explanatory power.
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